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A little bit about me
What are BGP and BMP?
SNAS introduction

SNAS system architecture
SNAS use cases

History of BGP hijacks
SNAS demo and alerts
Next steps for the project



Who am |?

Philippe Davies

Networking student at Carleton University
BIT: Networking program

Intern at CENGN: Summer 2018

Implemented SNAS cluster for Network Analytics

Contributor to the SNAS project




What is BGP?

Border Gateway Protocol (RFC1654)

Invented in the late 1980s
External routing protocol
Connects Autonomous Systems (ASes) together

Connects the entirety of the Internet

Primarily used by ISPs and multi homed
corporations

Route advertisements with prefix and AS path




What is BMP?

BGP Monitoring Protocol (RFc 7854)

BGP enabled devices forwarding routing
data to a centralized location

Inspection of active and inactive BGP
routes


https://tools.ietf.org/html/rfc7854
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AS and Prefix Validation

IRR (Internet Routing Registry)

Regional database for public routing entries
RIRs such as ARIN, RIPE, AFNIC, APNIC, etc..

RPKI (Resource Public Key Infrastructure)

RPKI

Resource Public Key Infrastructure

IP Address & AS » _
Digital Certificate



SNAS introduction

SNAS (Streaming Network Analytics System)

Linux Foundation Networking project
Created by Tim Evens - Principal Engineer at Cisco

BMP collector
BMP data analysis

Grafana dashboards:
Peer analysis
Prefix history
BGP Security (RPKI/IRR and hijacks/leaks)
And many more graphs



SNAS System Architecture

BMP collector (openbmp)

Kafka bus (internal messaging)

TimescaleDB (PostgreSQL)

Grafana (graphs)

PostgreSQL Kafka Collector Grafana




Use cases

ldentifying route leaks
ldentify noisy peers
Track prefix history

BGP security analysis



What is a BGP Route Hijack?

Prefixes being redirected by malicious or
unqualified network operators

Prefix hijacked with more specific route
Traffic rerouted for theft of information

Inadvertent leak of country AS restrictions



Example Hijacks

Youtube Hijack by Pakistan in 2008. ..

Bitcoin mining hijack in 2014. ..

DV-LINK (unknown Russian entity) rerouted traffic in 2017. ..

Rostelecom (Russian telecom) rerouted financial traffic in 2017. ..

China Telecom BGP hijacking from 2010 to 2017. ..



https://dyn.com/blog/pakistan-hijacks-youtube-1/
https://bgpmon.net/the-canadian-bitcoin-hijack/
https://bgpmon.net/popular-destinations-rerouted-to-russia/
https://arstechnica.com/information-technology/2017/04/russian-controlled-telecom-hijacks-financial-services-internet-traffic/
https://scholarcommons.usf.edu/cgi/viewcontent.cgi?article=1050&context=mca

Youtube Hijack

3 YouTube

Since BGP relies on a transitive trust model, validation between customer and prov ider is

Youtube Hijack by Pakistan in 2008. ...

important. In this case, PCCW (3491) did not validate Pakistan Telecom’s (17557) advertisement

(LI

for 208.65.153.0/24. By accepting this advertisement and readvertising to its peers and providers
PCCW was propagating the wrong route. Those who saw this route from PCCW selected it since
it was a more specific route. YouTube was advertising 208.65.152.0/22 before the event started
and the /24 was a smaller (and more specific) advertisement. According to usual BGP route

eting the hijack.

(Ln

selection process, the /24 was then chosen, effectively comg


https://dyn.com/blog/pakistan-hijacks-youtube-1/

China Telecom route manipulation

China Telecom BGP hijacking
from 2010 to 2017. ..

Canada to Korea, 2016 — traffic to Government Site

Starting from February 2016 and for about 6 months, routes from Canada to Korean government sites
were hijacked by China Telecom and routed through China. Figure 2a shows the shortest and
normal route: Canada-US-Korea. As shown in figure 2b, however, the hijacked route started at the
China Telecom PoP in Toronto, the traffic was then forwarded inside the Chinese network to their
PoP on the US West Coast, from there to China, and finally to delivery in Korea. This is a perfect
scenario for long term espionage, where the victim’s local protections won't raise alaems about the
long term traffic detours. Note that the shortest route between the originators and the destination is
definitely not through two China Telcom PoPs in North America to China and only then to Korea.
That this pattern continued for six months is good evidence that this was no short term
misconfiguration or temporary internet conditions disruption. This attack repeated later for shorter
time durations.

F Tapan
SoutbRcres -

Figure 2a: The normal and shortest route from Canada to Korea before the attack.



https://scholarcommons.usf.edu/cgi/viewcontent.cgi?article=1050&context=mca
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e LTETS © Last 1 hour 5

@8 Peer Analysis -

Acceptable Ranked Peers by Router

ViV,

0.routESTeS/SYGNEY. 1

IPv4 Peer RIB Sizes

Peers by State

up 43 fu 700k 0
- 392 customer_only (< 9K) 75

Peers by AFI IPv6 Peer RIB Sizes

- |PV6

- IPV4
1K)
poor (> 1k P
Peer Rank

Pv4 ws telxatl.routevie 1.atl1.he.net HURRICANE up 8,759 7377

Pv6 up 000 1000 8 7,
Pv4 HURRICANE up 1000 1000 1000 8,759 7,377

up 1000 8, 7,

HURRICANE




Prefix History

Demo
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Prefix History (by Peer) -

6.ALTER.NET ~

Prefix Advertisements & Withdrawals

6.ALTER

ALTER

A6.ALTER

A6.ALTER

A6.ALTER

6.ALTER

A6.ALTER

R.NE

NET

NET

NET

NET

NET

NET

NET

Prefix History

Changes by Peer

Search:
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88 BGP Sec: RPKI&IRR +

RPKI Prefixes in Violations

timestamp

2018-10-27720:24.06Z
2018-10-27720:24:06Z
2018-10-27720:32:49Z
2018-10-27720:32:49Z
2018-10-27720:48:11Z
2018-10-27720:48:11Z
2018-10-27720:53:49Z
2018-10-27720:54:51Z
2018-10-27720:54:51Z
2018-10-27721:03:28Z
2018-10-27721:05:45Z

2018-10-27721:06:56Z

A

59.151.96.0/19
82.44.128.0117
75.65.128.0/17
75.65.0.0/17

7.66

¥

40.0

N
IN]

148.164.0.0/24

103.226.227.0/24

== Mismatches 8024

== matches 75828

Prefixes in Violation of IRR

Received Origin

90%

Expected Origin

135091

Search:

IRR Source

nttcom
nttcom
arin
arin
radb
apnic
ripe
level3
level3
radb
arin

nttcom

IRR Prefixes in Violations

== Mmismatches

== matches

timestamp

2018-10-27721:25:14Z

2018-10

22:07:02Z

2018-10-27722:07:02Z

A

Prefixes in Violation of RPKI

181.60.106.0/23

181.60.104.0/23

Received Origin
28011
10620

10620

<[ Q [[>

© Last 3 hours <

RPKI ROAS

61,707

IRR Entries

1,882,758

Search:

Expected Origin
14420
14080

14080
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BGP Sec: Hijack/Leak ~

Live Notifications

Upstream Leak/Hijacks

2110 21:20 21:30

offending ASNs

Offending

of Alerts




Hijack alerts

Proof of concept applications

|dentification of hijacks/leaks in real time
Available on Gitter. i


https://gitter.im/snas/alerts

Future of SNAS

Add BGPSec support to SNAS
Increased efficiency in collector scripts
Private AS notifications

Hijack/Leak notification (beyond gitter)
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