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Containers are easy

Compliance is hard

Let’s go shopping
(apparently not © ca 1992, Mattel)
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o Audience understands open source license compliance

o Audience has basic understanding of container technology

o Examples are written in the context of Docker containers

o But this really isn’t specific to Docker

o Goal is to ship a container image, not a Dockerfile so the user can 
build their own image (as a workaround for “distribution”)

Assumptions made
… in other words: if you don’t like this talk, it’s your own fault
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A Super Simple Example
… setting the stage



Confidential � ©2019 VMware, Inc. 5©2019 VMware, Inc.

A Super Simple Example
… that’s a cute little ”Hello World” program you got there… how big is that?



Confidential � ©2019 VMware, Inc. 6©2019 VMware, Inc.

A Super Simple Example
… OOPS … I wonder what’s inside…
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What Could Possibly Go Wrong?
… Dockerfiles are never as simple as the simple examples make you believe
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What Could Possibly Go Wrong?
… people do incredibly dumb stuff
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Even standard practices raise questions
… there are no simple cases here
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Most people just start with a 
Dockerfile they “find somewhere”

Let’s look at “elasticsearch”

Which uses openjdk:8-jre

It Gets Worse
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Most people just start with a 
Dockerfile they “find somewhere”

Let’s look at “elasticsearch”

Which uses openjdk:8-jre

Which uses 
buildpack-deps:stretch-curl

Which uses debian:stretch

It Gets Worse
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Recursive challenge of finding the dependency tree of Dockerfiles

Determining the licenses and corresponding sources for each of the components

At the right point in time

This is HARD if done at build time.

This is PRETTY MUCH IMPOSSIBLE after the fact

What are the implications for that nice Container image you want to ship?

It Gets Worse



14©2019 VMware, Inc.

Checking your container 
before shipping your 
container
A possible way out
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Containerizing Apps
Using Docker and Dockerfiles

COPY . . 

BaseOS: bin boot etc home lib opt root tmp usr var
Debian, Photon, Alpine

Diff files:
install app dependencies and extra modifications

Diff Files: etc/ca-certificates/* usr/share/ca-certificates/*
OS & language package manager dependencies

Diff Files: 
Copy app into container

Somebody
else’s
Image

Your
Changes

FROM <image>

RUN <script> 
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Check FROM
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Check RUN
docker history --no-trunc docker.io/golang
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Check the whole container image
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Container images have files and directories
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One method - file scanning

Open Source

o Clair (de facto for container scanning)

o Scancode

o FOSSology

o Anchore (engine)

Commercial

o Twistlock

o Docker Security

o AquaSec

o Blackduck

o FOSSA
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o sudo mount -t proc /proc /path/to/rootfs/proc

o sudo mount -o bind /sys /path/to/rootfs/sys

o sudo mount -o bind /dev /path/to/rootfs/dev

o sudo cp /etc/resolv.conf /path/to/rootfs/etc/resolv.conf

o sudo chroot rootfs /bin/bash -c “dpkg --get-selections”

Another method - use ”containers”
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Tern Automates Compliance 
for Containers
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Recorded demo
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Tern’s results
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o Support for Debian, Ubuntu, Photon and Alpine package managers

o Lists Packages installed and their Dependencies

o Extensible Architecture (add your own method of license and source information)

o Caching by Container Image Layer

o Can be used as a standalone tool to help container developers or part of a container 
build and release pipeline

o Structured data output (JSON and YAML)

o Active community

Features
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o SPDX document support

o Enable language package managers

o Enable external files
o GitHub repositories
o SPDX license identifiers
o Call out to external tools

o Custom packages
o Hardcoded values

Future work
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Thank You
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