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What is 1VI?

U In-vehicle infotainment.

U A combination of in -vehicle systems that include both hardware and
software.

U Deliver information and entertainment to the driver and the passengers.

U Usually isolated from vehicle safety critical components through gateway.

IVl is becoming more and more important with the
growing demand for smart vehicles.
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IVI systems owned by automakers

» wa y
e — .
N e SR — en U ,]e 3 0
N ., R\ o 0 V3 — T
\ - M, /
\\ ozl ’/

Stay connected to your
music and more with

jalink

Q = = |
y Messages from Honda

Places Vehicle —

@

e
%

, ~ / — ™
NissanConnect (E < - )En

T ((Sirusxim) = o 4 e QSR

N 3
on
0

£ Availsbleon the | ANOROR AP OM
& Appstore | (> Googlepa

SUBARU % &
S Fa2R2s INnNJIK

YOUR SUBARU CONNECTED %

AUTOMLITIVE

1
2%\ LINUX SUMMIT



Top key players
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Key features of IVI system

U Multimedia play (audio and video)

U Hands-free phone call

U Satellite navigation and traffic condition update
U Social networking

U Interactive voice recognition services

Most hacked cars are the ones with most features!!!
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Back to the topic

U Scope
U Focus on attacks against the VI system.

U External diagnostic interface (OBD-Il) is also included.

0 No CAN bus hacking.

U The hacking incidents mentioned in the slides have already been
mitigated, although some of the details are not disclosed.

I AUTOMLITIVE

2%\ LINUX SUMMIT



Agenda

U Background information

U Attack surfaces and related hacking incidents
U Possible mitigations

U Practices for automotive security testing

U Conclusion

I AUTOMLITIVE

2%\ LINUX SUMMIT



Security without visibility

U Poor attack visibility is a major threat to automotive security
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Quick glimpse
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USB port

U Media playback via USB
U Firmware/software updates via USB

U USB-to-Ethernet
U Serve as debug interfaces but also create an extra interface

U Use port scanning to detect vulnerable internal networking services
U Run shell scripts or install unauthorized software via USB

0 DMA attack against USB 3.x
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Malware injection via USB

U Researchers from Zingbox found a way to hack into IVI system with a
maliciously crafted USB device.

U The attack could be done via social engineering tricks.

U Malware installed in the IVI system can
U1 H] Hi GARH EEE WHi1 JTGH |7 ijhH jGT 1 Hg g1 1]
Information, intercept banking authentication pins, or even block phone calls.

U be commanded remotely through SMS messages and put the IVI system into
an unusable state.

https://www.businesswire.com/news/home/20180809005216/en/Zingbox  -ldentifies -New-Cybersecurity- Threat-Cars-Drivers
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FiIrmware updates via USB

U A security researcher could install malicious Subaru StarLink head unit
firmware via USB and gain persistent root code execution by exploiting a
vulnerability (CVE-2018-18203) in the update mechanism.

$ ssh root@192.168.0.1

K oK K K ok oK K K K O KK K K K oK K R K K K K K ok K K K K K SUBARU % % % 3 3 3 k3 3 ok ok K 2 K ok K 3 3 o 3K K K 3K 0K K 3 K K ok %

Jailbr‘eaking ] Warning - You are knowingly accessing a secured system. That means

you are liable for any mischeif you do.

Subar‘u o K oK 3 oK K oK K K K K K K K K K K K oK oK 3K K ok K K 3K oK oK K ok K o 3 3K 3K oK K ok 3K K 3K 3K oK oK oK K 3 oK oK 3K 3K oK oK oK 3 K 3K K K K % K ok X
-
Star‘l.lnk root@192.168.0.1's password:

# uname -a

QNX localhost 6.6.0 2016/09/07-089:25:33CDT i.MX6S_Subaru_Gen3_ED2_Board armle
# cat /etc/shadow

root:@S@aaaaaa@56c26c380d39¢cel5:1042473811:0:0
logger:@S@bbbbbb@607cb4704d35¢71b:1420070987:0:0
certifier:@S@cccccc@e@a3f6794d650876:1420137227:0:0

# pidin -F "%n %U %V %W %X %Y %Z" | grep sh

usr/sbin/sshd 2] 2] 2] 2] 2] 2]
usr/sbin/sshd 2] 2] 2] 2] 2} 2]
bin/sh (%) 0 %] %) 0 (%)

https://github.com/sgayou/subaru -starlink -research/blob/master/doc/README.md#conclusion
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Multimedia playback

U The most common entry point to gain access to the IVI.

U Examples

u old-fashioned
u CD-ROM/DVD-ROM,local multimedia file stored in USB sticks/SD card

U new-fashioned
U Audio over Bluetooth
U Apple Carplay/Google Android Auto
U UPNP (Universal Plug and Play)
U Specially prepared media files can be used to tamper media engine
services, Bluetooth, and Wi-Fi stacks.
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Use Trojan CD to hack car

U By adding extra code to a digital music file, researchers were able to turn
a song burned to CD into a Trojan horse.

U When played on the car's stereo, this song could alter the firmware of the
car's stereo system, giving attackers an entry point to change other
components on the car.

U This type of attack could be spread on file -sharing networks without
arousing suspicion.

https://www.theregister.co.uk/2016/01/26/hackers_can_take_ full_control_of car_os/
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Applications

U Expand the functionality of the native HMI.

U Mainly consists of two parts
U Apps that are directly installed into the IVI system

U Apps installed in consumer's smartphone and can remotely connected to the
VI system

U Cloud security

U Some apps are connected to cloud for data exchange.
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Onboard browser hacked at Pwn20wn

U Researchers from Fluoroacetate hacked the Tesla Model 3 car via its
onboard browser. They used a JIT bug in the browser renderer process to
execute code on the car's firmware and show a message on its VI system.

https://www.zdnet.com/article/tesla -car-hacked-at-pwn2own -contest/
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U A MITM attack may intercept the encrypted
connection between Mercedes me app and server.

Authorization 4. Auth Code V\.leb‘ /—\ pm— ’ .
Server Application / Qﬁ :
&&j % / -
@ g /e )ice A - e
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Browser 5. API
Mercedes-Benz
Call customer suppor
API
Resource Server

Odom. Reading
9 km

https://www.scip.ch/en/?labs.20180405
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Short-range wireless communication

U Wi-Fi or Bluetooth
U Packet sniffing
U Jamming
u MITM
U Protocol -related exploits
U DSRC (Dedicated Short Range Communications)

U vehicle-to-everything (V2X) communications
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CarsBlues

U Found by Privacy4Cars.

U Exploit IVl systems via the Bluetooth protocol.

U The attacker can access stored contacts, call logs, text logs, and in some

GGUHI H] HY hdri1 IijIj I HOIWGHHI] KIuh[J
aware-G7 g KT ijh] Jij ijhH JWUHI e T )] gTTH gH
system.

https://www.privacy4cars.com/can -my-car-be-hacked/default.aspx
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Exploitable Wi -Fi connection vulnerabillities

$ nmap -sV -vvv -oA gte -Pn -p- 192.168.88.253
Starting Nmap 7.31 ( https://nmap.org ) at 2017-01-05 10:34 CET

U Vulnerabilities exist in MIB post o . received ser-set (8,006l latency).

Reason: 65522 conn-refused

manufactured by Harman. O

15001/tcp open unknown syn-ack

. 21002/tcp open unknown syn-ack

U A quick port scan shows that TG open  Sepurappes  synock
22222/tcp open easyengine? syn-ack

. . . . 23100/tcp open unknown syn-ack

there Is a telnet service listening, 2O/t open  wknown - syn-ack

. . . 30001/tcp open pago-servicesl? syn-ack
32111 k -ack
but without valid credentials. e R e

Nmap done: 1 IP address (1 host up) scanned in 259.12 seconds

U The researchers finally have remote code execution by exploiting the
vulnerable internet service on MMX.

$ ./exploit 192.168.88.253

[+] going to exploit 192.168.88.253

[+] system seems vulnerable...

[+] enjoy your shell:

yname_-a

QNX mmx |[6.5.0 2014/12/18-14:41:09EST nVidia_Tegra2(T30)_Boards armle
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Exploitable Wi -Fi connection vulnerabillities

U Another component RCC
(sharing filesystem with MMX,

using Qnet) also has a telnet
service running.

U Finally control RCC through
rewriting the original telnet
binary on MMX.

https://www.computest.nl/documents/9/The_Connected_Car._Research_Rapport_Computest_april_2018.pdf
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