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What is IVI?

ü In-vehicle infotainment.

üA combination of in -vehicle systems that include both hardware and 
software.

üDeliver information and entertainment to the driver and the passengers.

üUsually isolated from vehicle safety critical components through gateway.

IVI is becoming more and more important with the 
growing demand for smart vehicles.
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IVI systems owned by automakers
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Top key players



6

Key features of IVI system

ü Multimedia play (audio and video)

ü Hands-free phone call

ü Satellite navigation and traffic condition update

ü Social networking

ü Interactive voice recognition services

ü,

Most hacked cars are the ones with most features!!!
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Back to the topic

üScope

ü Focus on attacks against the IVI system.

ü External diagnostic interface (OBD-II) is also included.

ü No CAN bus hacking.

üThe hacking incidents mentioned in the slides have already been 
mitigated, although some of the details are not disclosed.
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Security without visibility

üPoor attack visibility is a major threat to automotive security

ĞĮĴ ĢĠĭœĳ įıĮĳĤĢĳ ĶħĠĳ ĸĮĴ ĢĠĭœĳ ĲĤĤ&&&

https://cdn -images-1.medium.com/max/1600/1*4UPp3Tc4A32S0WXJ0pWP7g.jpeg



10

Quick glimpse

Attack 
surfaces

USB port
Multimedia 
playback

Applications
Wireless 

communication

Short-range Long-range

External 
diagnostic 
interface 



11

USB port

üMedia playback via USB

üFirmware/software updates via USB

üUSB-to-Ethernet

ü Serve as debug interfaces but also create an extra interface

ü Use port scanning to detect vulnerable internal networking services

üRun shell scripts or install unauthorized software via USB

üDMA attack against USB 3.x
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Malware injection via USB

üResearchers from Zingbox found a way to hack into IVI system with a 
maliciously crafted USB device. 

üThe attack could be done via social engineering tricks.

üMalware installed in the IVI system can 

üīĤĵĤıĠĦĤ ĘĒĘ ĲĤıĵĨĢĤ Įĭ ĳħĤ įĠĨıĤģ ģıĨĵĤıœĲ įħĮĭĤ ĳĮ ĠĢĢĤĲĲ įĤıĲĮĭĠī 
information, intercept banking authentication pins, or even block phone calls. 

ü be commanded remotely through SMS messages and put the IVI system into 
an unusable state.

https://www.businesswire.com/news/home/20180809005216/en/Zingbox -Identifies -New-Cybersecurity-Threat-Cars-Drivers
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Firmware updates via USB

üA security researcher could install malicious Subaru StarLink head unit 
firmware via USB  and gain persistent root code execution by exploiting a 
vulnerability (CVE-2018 -18203) in the update mechanism.

https://github.com/sgayou/subaru -starlink -research/blob/master/doc/README.md#conclusion



14

Multimedia playback

üThe most common entry point to gain access to the IVI.

üExamples

ü old -fashioned

ü CD-ROM/DVD-ROM,local multimedia file stored in USB sticks/SD card

ü new-fashioned

ü Audio over Bluetooth

ü Apple Carplay/Google Android Auto

ü UPnP (Universal Plug and Play)

üSpecially prepared media files can be used to tamper media engine 
services, Bluetooth, and Wi-Fi stacks.
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Use Trojan CD to hack car 

üBy adding extra code to a digital music file, researchers were able to turn 
a song burned to CD into a Trojan horse. 

üWhen played on the car's stereo, this song could alter the firmware of the 
car's stereo system, giving attackers an entry point to change other 
components on the car. 

üThis type of attack could be spread on file -sharing networks without 
arousing suspicion. 

https://www.theregister.co.uk/2016/01/26/hackers_can_take_full_control_of_car_os/
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Applications

üExpand the functionality of  the native HMI.

üMainly consists of two parts

ü Apps that are directly installed into the IVI system

ü Apps installed in consumer's smartphone and can remotely connected to the 
IVI system

üCloud security

ü Some apps are connected to cloud for data exchange.
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Onboard browser hacked at Pwn2Own

üResearchers from Fluoroacetate hacked the Tesla Model 3 car via its 
onboard browser. They used a JIT bug in the browser renderer process to 
execute code on the car's firmware and show a message on its IVI system.

https://www.zdnet.com/article/tesla -car-hacked-at-pwn2own -contest/
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Vulnerability in connected vehicle app

üA MITM attack may intercept the encrypted 
connection between Mercedes me app and server. 

üCWE-300

üCVE-2018 -18071

https://www.scip.ch/en/?labs.20180405
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Short-range wireless communication

üWi-Fi or Bluetooth

ü Packet sniffing

ü Jamming

ü MITM

ü Protocol -related exploits

üDSRC (Dedicated Short Range Communications)

ü vehicle-to-everything  (V2X) communications
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CarsBlues

üFound by Privacy4Cars.

üExploit IVI systems via the Bluetooth protocol. 

üThe attacker can access stored contacts, call logs, text logs, and in some 
ĢĠĲĤĲ ĤĵĤĭ ĥĴīī ĳĤķĳ ĬĤĲĲĠĦĤĲ ĶĨĳħĮĴĳ ĳħĤ ĵĤħĨĢīĤœĲ ĮĶĭĤıáĴĲĤı ġĤĨĭĦ 
aware - Ġĭģ ĶĨĳħĮĴĳ ĳħĤ ĴĲĤıœĲ ĬĮġĨīĤ ģĤĵĨĢĤ ġĤĨĭĦ ĢĮĭĭĤĢĳĤģ ĳĮ ĳħĤ 
system.

https://www.privacy4cars.com/can -my-car-be-hacked/default.aspx
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Exploitable Wi -Fi connection vulnerabilities

üVulnerabilities exist in MIB 
manufactured by Harman.

üA quick port scan shows that 
there is a telnet service listening, 
but without valid credentials.

üThe researchers finally have remote code execution by exploiting the 
vulnerable internet service on MMX.
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Exploitable Wi -Fi connection vulnerabilities

üAnother component RCC 
(sharing filesystem with MMX, 
using Qnet) also has a telnet 
service running.

üFinally control RCC through 
rewriting the original telnet 
binary on MMX.

https://www.computest.nl/documents/9/The_Connected_Car._Research_Rapport_Computest_april_2018.pdf


