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Agenda

Cloud Native Concepts (5 min)
Microservices
Service Deployment Strategies
Challenges

Traffic Management and Service Meshes (15 min)
Service Meshes / Istio
Mesh Traffic Management
Mesh Visibility Tools

Visibility/Observability Infrastructure Mesh/Non-Mesh (10 min)
OPNFYV Clover (+ Clovisor)



Cloud Native

Tealfic
* Benefits: |
— Portable e 5
— Scalable ;-m.,,.):u,;,._f,,m r‘*&"m ool u.
— Ephemeral / '
— Accessible @. f«ml | '
— Flexible \%od) ﬁ C’ D Gclil E__' w Po_l ‘nJ
Yok thusar
— Dynamically managed
— Microservice oriented (Kubernetes)
kubernetes

& & - Containerized

decker decker docker
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Microservices

— Break down into smaller
chunks

— Monolithic App

* Microservice architecture puts functionality into
separate services:

lterative development

Division of labor

Reduce single point of failure
Language/deployment flexibility

Build different apps using subsets of services

Operations stakeholders are able to manage and
upgrade components more easily



Microservice Validation & Deployment Strategies
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Blue/Green

Two identical environments of all microservices — Example:
Green in production
Release new version of service(s) in blue and validate
Revert to green if issues exist or cut over to blue if not

A/B Testing

Support multiple versions of microservice simultaneously to compare variations/versions

Canary

Push new code to small group of users to evaluate incremental changes
Early warning system for detecting problems

Employ ingress network services for traffic management: load balancers, proxies and/or service
meshes to support
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loud Native / Microservice Challenges

150+ containerized
services

Microservice sprawl
Debug difficult without tools for visibility and traceability
of entire system

Microservice validation and deployment
strategies require integrated traffic management

Current CI/CD pipelines in LFN projects have not adopted
consist framework/methodology for doing this



Cloud Native Traffic Management & Visibility
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:' o High-level insights/
: E analytics C oy e
' ! Visibility
Infrastructure
Low-level data |
collection
Continuous

Microservice <
Validation and
Deployment

Mesh/Non-Mesh
Traffic Malnagement © "
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 Dedicated layer for managing
service communication
* Intra-service within cluster

+ External traffic entering cluster
(ingress)

* Internal traffic leaving cluster
(egress)

* Fit best for control-plane services

— Examples: Istio, Conduit,
Apache ServiceComb

A € %
~  CONDUIT ./

Service A

-
@ o

Sidecar A

Service B

_—
S

Sidecar B

— ‘Sidecar’ injected as a
service proxy in each pod

— Allows for more
advanced routing than
native k8s networking
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Istio Service Mesh

. — Proxy oriented to HTTP/gRPC
* Traffic Management — mTLS (optional)

» Load balancing %
* Request routing Micro- %— Manual or automatic

Continuous deployment cervice A (namespace) sidecar
o Canary | LGRP& L{BRPC1 |nJeCt|On

- A/B validation 4 o q — Toggle in/out of mesh
. . . & \d
- Fault injection | ey \(| & easily
— NS

Mirroring
Secure communication

*Visibility Built-in & g 7

— Monitoring, tracing, logging -
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Istio Install

* Current release at 1.0.2,
* Works best on k8s v1.9+ (with mutating webhook)
— automatic sidecar

i==in-injertiarnzenanl~d

$ il -1 Hllps:/fgil. lujgelislestIsLic | sh - $ kubeet] Inhel nasexpare vnamecpace> :
= $ kib=ct] rreate -r <namespac=y - cy-ur-app-sies>.veml (namespace) Sldecar
R injection
et Bppiy S insial hernetearistio-dena. | g astioctl kubc-1nject -+ <your-2op-sCeC>.yaml cubcctl apooy -- - . Manual SldeCar
Install Setup injection
$ docker pull opnfv/clover:latest
$ sudo docker run --rm \ Install Istio and SDC
-v ~/.kube/config:/root/.kube/config \ -
sample with Clover

opnfv/clover \
/bin/bash -c ''home/opnfv/repos/clover/samples/scenarios/deploy.sh’
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Kubernetes Deployment

Service App Name Docker Image Foris
e et opnfv/clover-ns-ngmnx-noroxy w
Proxy proxy access control clover ns nQINX proxy H' IF: 916U GRPC: w0001
Load Dalancers app: http-Ib version: http-  clover-ns-nginx-It ITTP: 9700 GRPC: 50054
Ib-v1 vexsion hilp-lb-v? opniv/clover-ns-ng nx-b ¢
! L Q e
Intrusion Ustection snort s clover ns snort 1ds H'IF: 50, Redis H37Y
System (IDS) GRI'C 50C52 (config) G N .
GRFU bOUL (glerts; opniv/clover-ns-snort-ids iy
Servers clover-server1 clover- clover-ns-nginx-server LITTP: 9100 GRPC: 530054
seer? clover-semver 3 onnfviclover-41s-na S

clover-serverd clover-

SOIerS OPNFV Docker Hub

« Clover developing set of sample L7 network services for use in Images
k8s and meshes

* New in Clover Gambia release: modsecurity
(Web Application Firewall + Apache web server)
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Lo
\
/

b

v
L

Pﬂ—%—{ﬁl control-agent
e o E reconfiguration
snort-ias "
‘ _ , (GRPC)
———————————— | redis o)
ag T~ h. J )

ety 4 /
, \\ «'\
, Emulated Clients \ snort alem
l, - LR
Y \Kﬁ
\\ & APACHE hitp requests
S = ™
k8s N 1 Meter G nttp-1b-v1

___________ : ) \,
l clover-jmeter-master o ‘ \’\
proxy- o

\iécoss-eQMI/ — .:.'.‘n,..
— Inject jmeter into mesh <3| 1. e K=
= affic within cluster/mesh Lnttpivz ' %’
,sm\
load balaneing .| L8
Service Delivery Controller === .5

(SDC) Sample CNF .
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Istio Ingress

Istio Mesh Services \
apiVersion: networking.istic.io/vlalcha3 Gateway - I{ | I .
kind: Gszteway i ! = [=]3
nmotadatao ‘ = TlT“ L4
) r:|fn: sdc gatcway :“:’3"?35‘5;. s 8 2
cela - ‘ -
angressualewd] e

ver < >
/ ?, ’?
number: (

name: http .
Virtual J
Service

protocol: =11
hosts

— LB at the edge of mesh receiving o - V%ﬁﬁitﬂhzoslnvet;ifﬁc is routed

incoming/outgoing connections i

NaTon
e

routs

- gastanatign
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stio Request Routing (1-2)

Senvice B Service B
Current version Current version
- A
Service A - Service A adk™
v O @ SvcE-Podt ™ M O @ 5vcB-Podn
— NE ey
© such Q== » O @ sueErod? © sica D= > O © sveR Pod?
T 0 © SveE-Pous N T 0 © 5veB-Pud3
%
Canary verzlan

O © 5vcB-Pod4

» Content-based steering to determine destination of request
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* Flexible request routing with Virtual
Service

« Match traffic and route to back end
service

 Match based on URI, HTTP headers
(identity, user-agent)

 Control with ‘weight’ field

 |deal to validate REST based APls
and services
« Support CI/CD deployment workflows
« Canary validation/deployment

Istio Request Routing (2-2)

URLs to domain
www.sdc.com

Match URI prefix ‘/
test’ to
clover-server2

Match HTTP header
user-agent ‘chrome’
to
clover-server3

Everything else to
clover-server1

ApiVersion: networking.i1stin.io/vialphal
kind: virtualservice
meladala
name: directserver
apec
hosts

|‘1tt[21
- match
url
prelis: Slesl
route
- destination
port
nunbes

host: clover-server2
- match
headers

user-agenl
exact: chrome
route
destination
por L
number
host: clover-serveri
route
- deslinalion
port
numbher
host: clover serverl
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apiVarsion: natworking.istio.io/vlalonhas

* Mirroring or Shadowing Gind: virtualiervics

wtadata

« Sends a copy of live traffic to a mirrored service emes durecteunie
- Add an entry to Virtual Service resource under any route rule R

cluver nsler ke, clovse seopzi 1 oalzull syeclusler oca 2700

. chrses Mzl Mt . Soscr soanero il

) oort
0 L QOparabor (Il NI 155
pap— 1ost: clover-sarverz
R L A - WATCN
. ncaders

Jegr-ayznil
=xzzt: carows
e rots
- dastination
sort

clover servert . defanlt.sve eluzicr.loss] 9130

T IWMIEr
rwost: clover corvers
- rudle
i - destaination
Any traffic to clover- Anrt
. S0 Soll g ¥
server1 mirrored to el: tlover-surverl

snort-ids wrror

nst: sanrt-ids
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Istio Destination Weight

» Use weight field under destination in

Virtual Service to divide ingress traffic s Gartaatsennace
specified as percentage URLSs to domain _nawe: dirsctservereeignt
www.sdc.com " s L
, . ] Match HTTP header
» Two entirely different services user-agent ‘chrome’ to
» clover-server1
* clover-server2 20% to clover-server1

80% to clover-server2




, Istio Destination Weight for Service Versions
B ONS

i i
| |
TN
Y > OPEN NETWORKING // apiVersion: networking.istio.1a/v1alonas
Integ-ate, Automate, Accelesate <ind: Virtualtervice

nctadata
nane SPIV.ICeVeIsS LU s

URLs to domain
www.sdc.com

. . . Match HTTP header [
° Add.lthna”y Use SL-Jbset flel.d tO dIVIde user-agent ‘chrome’ u.:'g;df?cnzhw -
traffic among multiple versions of the to ot mation
: port .
Same SerVICe 95% to http'lb (V1) ]-,,:.;3];“ lbls_:;tp;itzl.
- 3:;%5%:[-0;

- DestinationRule resource defines subset 27 tehtte-lb (v2) " nunber: 920
labels (original http-lb deployment peipzet V2
rEBSSC)LJr(:EB) piVersion: nelworkiny.1slav.au/vlalonas

DestinationRule :;;u;lda[;zst'_nat;-:-nRule
name: http b destination

. : Defines subset v1/ NN

Useful for A/B testing v2 labels i

name: v1

labels

Version: v.

- hame: v/
labels
vaersion: v2
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10 Fault Injection & Circuit Break

* Fault Injection
* Inject faults to test the resiliency of your application
* End-to-end failure recovery capability of the application as a whole

— Delay: timing failures — Abort: crash failures
« Mimic network latency, or an * mimic failures in upstream services
overloaded upstream service (HTTP error codes)

» Circuit Breaking

* Ejected from the load balancing pool when thresholds are exceeded
* number of health check failures or number of conditions such as connection and request limits

« Useful for LFN projects that are planning or using cascading REST services



Istio Mesh - Visibility Tools
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-1 CLOUD NATIVE

ke ' COMPUTING FOUNDATION

» Jaeger: Tracing oo | @ - Prometheus: Monitoring

- —

Fnd Traces

* Good raw data
* Individual traces in Jaeger
* Metrics list in Prometheus

20 Traces
| | « Dashboards in Istio / Grafana
g iy @ : ke  But difficult to get insight of entire system
’ | | (aggregate, top-level) and use analytics

COVANJPRERMIASIY” [IODy-ACCESSCONIMY ARTIT Sav ST el fn 3 = from data-sets

““““““““““
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Clover Visibility
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Y * Analyzes data from CNCF observability
fluentd tools to provide abstraction
. athers data and analyzes using Spar
\‘ Gathers data and anal ing Spark
clover Ul
elasticsearch * 4 core components (clover-system)
e ’fr — clover-collector (within k8s)
adoverct. - — clover-controller (within k8s)
RC— {REST APT} * — cloverctl (external)
-_ r(‘ k)
< > L — clover Ul (external)
Cl jobs clover-controller clover-collector *  User interacts with cloverctl or Ul
(automation) %\ l
" o o — CLI/Ul use same REST API from clover-
Q ( e r’w' \: controller service
¥ ~redis ;"""“’“ — Chooses services to track
| — Outputs analyzed data to Redis
N\ Sporﬁz ,:

Data pipeline (future)
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over Visibility Initialization (

« Install Istio

* Install clover-system components within k8s

«  Expose clover-controller using LB or NodePort k8s service resource
« Gambia release will have CLI / script installation

init

Use CLI to initialize visibility

— Create traces, spans, metrics Cassandra schemas |

v
$ cloverctl init visibility Start visibility w m

$ cloverctl start visibility —f visibility.yaml — Collector begins gathering data from Jaeger, cassandra
Clear visibility / start

$ cloverctl clear visibility Prometheus
A\
— Truncates tables -
o hs)

!
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over Visibility Initialization (2-

« Set sampling interval for collector

- Tracing/monitoring k8s DNS names «  Configure tracing services that visibility will analyze

«  Tracing/monitoring listening ports (Jaeger/Prometheus) Configure metric prefixes/suffixes to analyze

$ cloverctl set visibility —f metrics.yaml
$ cloverctl start visibility —f visibility.yaml

metrics.yaml
SCrvicces
R - nane: proxy_access _conliol
VISIbIlIty.yaml - name: clover serverl

- name: clover_serverZ
- nane: clover_server3

sample_interval nrefixes

L_hos L Liacing. iy Lio-sys Len envoy cluster_outhound 9180

envoy_cluster_inbound 9180

t _}'J ort
m_port

suffixes
m_hos L: promelheus ., 1s Lio-sys Len °u

_default_sve_cluster_local _upstrean_rq_2xx
suffix: default svc cluster local upstrecam cx active
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Per URL Counts (all services)

sd-Us 1y L Shosuny e guetr luamas Lvown VLA > ) S i esge gy SRrlstmmlly Luns ST Y LU ass wind

LB PRI R COVE - SEve'T  COversSaners cover-senvers iy
<0

1 dover_senad
T Y ’l
dover_Serval 170 4

clower_senvainl

4 Proxy SC4ORe oM
z0

o s = r
Tracing Metrics H z = -
3 3 3 ;
Average Resgonse Times System Counts = 3 ; F
SDC Proxy:6ms Traces: 16 § = ":: f

Spans: "46 § E

s 3

£ =

£
* Analyze trace data at aggregate level - .

«  Calculate average response time for various services

« Break down data in various ways
«  Per URL, Per Service/lURL, more TBA in Gambia release
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User-Agent Pareentage
Per URL/ HTTP Status Codes (all services)

ey L Woawd

2, hopuke aeads oot
A FpuAssads co e T

Jewal: II.0% 7

<M N dccamisbpmesdr iy

200, hzsa vk s

Tuluy Codir ULy

Find issues with REST services such as service HTTP status codes being returned
Validate service mesh traffic management policies such as request routing by user-agent
(ex. mobile vs desktop)

San of Count

b

-
&

-

-

-

-~

"

=

W dovar sera O 64

roecw W20

Pas

e o 10 X2 0 2M-nhs potey

Clover Visibility Stats (2-3)

Per Service/URL Counts

P owae sarai -

e MO

D dover serat )7

roeiw VMO

noes, UNLs

sifece V0 400 W-daves prder ma

Satecar 10 40 0 10-Coves puder ma

3
p I
N
'
"0
he

Coves puaes ma

Sece- 100 '
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HTTP Details

*  Characterize the I
composition of the traffic e

W SCiover-serverd 918

W iclover-server? 9180

hitp /hip-B: 9180

e Arexerisho moer v1 Mucer'Check
hetp //proxy.accesscontrol default 9180

Mcnitoring Metrics

eneoy duster nooend S100  Jdower serverd defadll s dusier cal speheam g 2ax
ro

A0y _CLSR_NTCUND_ Y150 2Oy _SCCESS_ 00N _JeMUT_SvC_Ousia_loca_upsieam 1o o

amvoy ke cuttound 0180 chwer senvart dofaant suc cntae locdl cpsiream g In
savey cluster auttcund 3100 Clower servard dn'aut swe clusty lecal Lpsream ox acive 0
ey _Liska wulloud 2100 cves seivan? Usbsal sve Ll oo woshesin w22 am
Snuoy_ciugter_noomnd U130 dover_server! _default_pw_dusier_bcal_pshoam_rq 2w 5159
crvoy_cuzter_utsoend_U180__grozy accoos_centcl_cofolll_ow_cusicr_bal_sprhoowr_rq_2xx 161
0121

. Output service request/response enver Guaber iovend 100 Gower. server? defoull_sve, Uhsier el uoslraan fe 2
emay_cish_cuftaund_S1EI_chver_senac!_fdate i _swe_clisiy_loc_Lpsiream i /D awvur
onwoy_dugter_nbousd_G130__clover_sorver! _dofaul_ssc_curior_local_usctiomm_cx_sctvy 0

rateS Over time, IOSt requeStS, etc. PV sk Gllcud 360 Jwer sevind waut 3 sty bl cpsroem X oling 10

0

svoy_chuskes_nboured_3180__DTxy_access_contrn_debst_swe_chiste_jocil_Lps ream_cx_icive

“vor_duster_dutbhousd C180_ geoxy acieds toal'dl cafaull_gsc_cutler_local_upsbaam ox_actve i
avey ks outeund 0450 tlowor denvaC_do'aut e thoty lecdl_upsiroem cx_ocine 1
eawur_duster_nOsusd_E130__cloves _sesverd_dedaud_Sot_dusier ool _anbeesn_ox_sclvs 0

n

Aoy clister inhoisd S130 claver sarwer? dedull qur clucter incal nshieam rx artva
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Clover Clovisor

Istio

— Large compute footprint
 |stio - 13 Containers
» Sidecar container per service
— Latency overhead with long service chains
— Lacks visibility for:
* L3 network
» Other L4-7 content

— Lacks networking breadth for traffic
management

* Doesn’t support wide set of protocols,
tunneling, encapsulation

Clovisor *

7f \.

Hooks to *
OpenTracing, +—> '|' *
Jaeger

PROJECT

— Leverages eBPF
— Installed on k8s cluster nodes

Q;z
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f flannel

.
1. Cloud Native: w @
ARM

a) Cloud Provider Independent
Bare-metal servers, GKE, EKS...etc

b) CNI Plugin Agnostic

All CNI plugins should work unless such plugin does ........ bypass

c) CPU Architecture Independent

Any architecture supported by Linux (x86, ARM...etc), code (kernel
versions 4.14 and 4.15 currently)

2. Implemented with Cloud Native Design Methodologies:

a) Config Decoupled from Compute

Config store in backing store or through environment variables
b) Relatively Stateless

TCP connection/session tracking only dynamic states
c) Scale-out Architecture

Pod monitoring partitioning via election from datastore
DaemonSet —- linearly scale on each node in cluster

3. In-depth Integration with Cloud

Clovisor: Network Tracing... the
Cloud Native Way

Native Ecosystem Projects:

x86

aetcd <

a) Built-in Kubernetes Client P y
Monitoring k8s pod states 'y &
b) Integrate with CNCF Collector == 9
Projects

OpenTracing to Jaeger, metrics to
Prometheus

&

- § redis

O
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Clovisor Architecture

Exposes Metrics / Stats

9% o

Collects Logs

) T "’L‘-‘”\‘
ruente Sands Traces u ‘2.\ ,,'. + b¢
¢ |I'IVI CJTF‘

.-—
-
—

KOs APl / Monitoring

WE’E *
"V'iq

HoH

Tl

vicor

b

Lightweight, low latency network tracing
module

Utilizes IOVisor (bcc, gobpf) with eBPF to
insert bytecode in Linux kernel to
examine packets from both ingress /
egress direction of a k8s pod

In cluster client to automate process
of monitoring and service port /
protocol info

Stream trace / stats / metrics / logs to
respective tracer / collector modules
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Configure monitoring labels
(namespace:label-key:label-value) http-proxy

In this case: “default” namespace, key: “app”,
value: “proxy”

Start Clovisor (on node, verify if the tc filter is
created for device)

curl www.cnn.com with http-proxy service
port (3456)

curl www.google.com with http-proxy service
port (3456)

Check Jaeger Ul to verify traces written/sent




Visibility Use-Cases

- Easily pinpoint issues with individual services
* Integrate into Cl to determine success/failure of jobs

— Cl used to determine CD deployment pipeline
* Monitor infrastructure in operations to determine system health
» Characterize the composition of traffic for content delivery or security

* Leverage to automate orchestration or zero-tech provisioning
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Key Take-Aways
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Service meshes allow microservices to be delivered more rapidly with integrated
traffic management and visibility hooks

— Visibility helps developers pinpoint issues and operators manage infrastructure
— Built-in traffic management allows for microservice Cl/validation and deployment strategies
— Ideal for control-plane and REST services

Service mesh distributed tracing/monitoring collects data efficiently but lacks an
aggregate view of infrastructure/services

— LFN projects such as Clover can provide high-level analytics for developers and operators
Service mesh overhead/footprint and lack of networking breadth (both for visibility &
routing/security)

— Clovisor is a promising approach to fill gaps and add additional networking extensions



Clover Project Info

* Project Wiki

— https://wiki.opnfv.org/pages/viewpage.action?spaceKey=CLOV&title=Clover+Home

 Slack Channel

— #clover-project

* Github Repo

— https://github.com/opnfv/clover



https://wiki.opnfv.org/pages/viewpage.action?spaceKey=CLOV&title=Clover+Home
https://wiki.opnfv.org/pages/viewpage.action?spaceKey=CLOV&title=Clover+Home
https://wiki.opnfv.org/pages/viewpage.action?spaceKey=CLOV&title=Clover+Home
https://github.com/opnfv/clover
https://github.com/opnfv/clover
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@ Service A

ITTPM.1, HTTP{Z,
qQRPC or TCP —
with or without

@ Service B

|

mTLS
(O Proxy » () Proxy
5 i
~ Policy checks, _
| oL telemetry L 4
Config data ! i | | . TLScerts to

to proxies! .-~

) Pilot ) Mixer

Control Plane API

~ . proxies

() Citadel
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stio - Control Egress Traffic

Default Istio-enabled services are unable to access URLs outside
of the cluster

Pods use iptables to transparently redirect all outbound traffic to the
sidecar proxy, which only handles intra-cluster destination

JPIVCrsian: NCTWOrking.1sT1o.10,/vialphaz

Send traffic outside of mesh to ‘www.sdc.com’

(assuming this is a valid domain in DNS)

neme: http

[""PT'F‘FF‘.‘I I P
resolutiaon: DNS
Lucslawm MESH_EXTERNAL




Augmenting Mesh/Kubernetes Ingress

Integrate with a
Istio ingress ‘\
ol

controller - clover-gatewa

Cpoe Souecs 'Web App icascn Frowall

Redirect * New in Clover

Gambia release
ol

Traffic

 Bolstering security
* Improve visibility data
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USERSPACE
° eBPF KERMEL Fython Progras

2tach N af. .
Alach Npreces af QEPF L prograw

- la Sys apeni) ] l

e cCt bytecodes to kernel trace points /

probes o] do oyscomni) |
Event driven model M | I 4 ecPf pyrecess
Networking: tc Enhanced BPF s3PF VN
- . . . is in Linux - - - BFF maps Data
Utilizes Linux tc (traffic control) to inject bytecode on F aops  a—f — - l
ingress and egress direction of a network interface ! | oats
Verifier / JIT (just-in-time compiler) #3PF belpers | ~ adaresetes cits, | | s
Verifier ensures bytecode does NOT crash kernel
Iracing Subsysten
|OVisor bcc: BoF Program
[ ' Applications
Ease of eBPF Development S g LLvChng ,
Helper functions, kernel APl wrappers...etc m T T ~-
Dynamic Validation and Compilation o ' N
Netwerk

Userspace eBPF code written in ‘C’ is dynamically verified (static
analysis) and compiled

gobpf

Golang interface for userspace code —- more performant than Python




