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What is KernelShark?

* Front end reader of Linux
kernel tracing data (Ftrace)

KERNELSHARK
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What is KernelShark?

* Front end reader of Linux
kernel tracing data (Ftrace)

KEANELSHARK

* The original version - started in 2009.
* Written in Gtk+-2.0

* Main goal: analyse and fully understood the performance of
the Real-time scheduler.
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What is KernelShark?

* Front end reader of Linux
kernel tracing data (Ftrace)

KEANELSHARK

* New KernelShark: use all lessons learned from the old
version.

* Completely rewritten to use Qt.

* But not only this ...
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The New KernelShark is
a. Optimized for processing significantly larger amounts of data.
b. New scalable data model - log(n) time complexity.
c. OpenGL-based visualization.
d. Preconfigurable - Json config 1/0.

e. User modifiable - plugins.
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Why do we need KernelShark?
a. Ftrace - the official tracing infrastructure of the Linux kernel.

b. Extremely powerful instrument.

c. Allows to see what is happening in the kernel.

o

. But you must know what you are looking for

VmWa re ©2018 VMware, Inc.



Ftrace is extremely powerful but
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_cond_resched <-futex wait_queue_me
rcu_all _gs <-_cond_resched
do syscall 64 <- entry SYSCALL_64 after_ hwframe
drop_futex_ key refs.isra.1l4 <- futex wait
syscall _trace enter <-do_syscall 64
hrtimer_cancel <-futex wait

secure_computing <-syscall trace enter
hrtimer try to cancel <-hrtimer cancel
~seccomp filter <- secure computing
hrtimer_active <-hrtimer try to_cancel
seccomp_run_filters <- seccomp_filter
lock hrtimer base.isra.20 <-hrtimer_ try to_cancel
_raw_spin_lock irgsave <-lock hrtimer base.isra.20
SyS_futex <-do_syscall 64
__remove_hrtimer <-hrtimer_try to_cancel
_raw_spin_unlock_irqrestore <-hrtimer try to_cancel
ktime get <-SyS futex
ktime _add safe <-SyS futex
do futex <-SyS futex
futex_wait <-do_futex
hrtimer init <-futex wait
__hrtimer_init <-hrtimer_init
hrtimer_init sleeper <-futex wait
ktime add safe <-futex wait
futex wait_setup <-futex wait
get_futex key <-futex wait_setup
get_futex key refs.isra.13 <-get futex key
hash_futex <-futex wait_setup

raw_spin_lock <-futex wait setup
get_futex value locked <-futex wait setup
futex wait _queue_me <-futex wait
hrtimer_start_range ns <-futex wait queue me
do_syscall 64 <- entry SYSCALL 64 after hwframe
lock_hrtimer base.isra.20 <-hrtimer start_range ns
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Ftrace is extremely powerful but

Compositor-1124
Compositor-1124
chromium-browse-1117

[601]
[001]

.. 236364.
... 236364.
[0600] d...

639085:
639086:

_cond_resched <-futex wait_queue_me
rcu_all _gs <-_cond_resched

236364.639086: do syscall 64 <- entry SYSCALL 64 after hwframe

‘ ... it can be hard to find what you need. You must be

C.

True (kernel) detective.
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nrtimer_active <-nrtimer_try to_cancel
seccomp_run_filters <- seccomp_filter
lock hrtimer base.isra.20 <-hrtimer_ try to_cancel
_raw_spin_lock irgsave <-lock hrtimer base.isra.20
SyS_futex <-do_syscall 64
__remove_hrtimer <-hrtimer_try to_cancel
_raw_spin_unlock_irqrestore <-hrtimer try to_cancel
ktime get <-SyS futex
ktime _add safe <-SyS futex
do futex <-SyS futex
futex_wait <-do_futex
hrtimer_init <-futex wait
__hrtimer_init <-hrtimer_init
hrtimer_init sleeper <-futex wait
ktime add safe <-futex wait
futex wait_setup <-futex wait
get_futex key <-futex wait_setup
get_futex key refs.isra.13 <-get futex key
hash_futex <-futex wait_setup

raw_spin_lock <-futex wait setup
get_futex value locked <-futex wait setup
futex wait _queue_me <-futex wait
hrtimer_start_range ns <-futex wait queue me
do_syscall 64 <- entry SYSCALL 64 after hwframe
lock_hrtimer base.isra.20 <-hrtimer start_range ns
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Ftrace is extremely powerful but

Compositor-1124 [001] .... 236364.639085: cond resched <-futex wait_queue me
Compositor-1124 [001] .... 236364.639086: rcu all gs <-_cond resched
chromium-browse-1117 [000] d... 236364.639086: do syscall 64 <- entry SYSCALL 64 after hwframe

‘ ... it can be hard to find what you need. You must be
‘ True (kernel) detective.

C.

LOMPOS1TOr-1124 |[WYL] .... 2303b4.03YU88: Nrtimer_active <-hrtimer_try To_cancel
chromium-browse-1117 [000] .... 236364.639088: seccompfrunffilters <-_seccomp_filter
Compositor-1124 [001] .... 236364.639088: lock hrtimer base.isra.20 <-hrtimer_ try to_cancel
Compositor-1124 [001] .... 236364.639088: raw_spin_ lock _irgsave <-lock_hrtimer_| base.isra.20
chromium-browse-1117 [000] .... 236364.639088: SyS futex <-do_syscall 64
Comp051tor 1124 [001] d... 236364.639089: __remove | hrtlmer <- hrtlmer try to cancel
ottt ot ThTnmt Thnnen ancel
‘ I li b
' nteractive visualization can be
(
(
: very useful.
c
chromium-browse-1117 [000] .... 236364.639092: ktime add safe <-futex wait
chromium-browse-1117 [000] .... 236364.639093: futex wait setup <-futex wait
chromium-browse-1117 [000] .... 236364.639093: get futex key <-futex wait_setup
chromium-browse-1117 [000] .... 236364.639093: get futex key refs.isra.13 <-get futex key
chromium-browse-1117 [000] .... 236364.639094: hash futex <-futex wait setup
chromium-browse-1117 [000] .... 236364.639095: raw spin_lock <-futex wait setup
chromium-browse-1117 [000] .... 236364.639095: get futex value locked <-futex wait setup
chromium-browse-1117 [000] .... 236364.639095: futex wait_queue me <-futex wait
chromium-browse-1117 [000] .... 236364.639096: hrtimer start _range ns <- futex wait _queue_me
Compositor-1124 [001] d... 236364.639097: do syscall 64 <- entry SYSCALL 64 after hwframe
chromium-browse-1117 [000] .... 236364.639097: lock hrtimer base.isra.20 <-hrtimer start_range ns
vmware 2018 VMware, Inc .
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Kernel Shark

File Filter Plots Tools Help

Pointer: 168.56427 trace-cmd-1390 CPU4 A3 bprint try_to_wake_up: [6] clock was 4 now 0 (ceark f-1)
P I B | T Marker 8 ABDelts:
16222565 16693320 174164075 =

search: Column # - |contains - Next | Prev | ¥ Graph follows

# CPU_ Time Stamp Task PID__Latency [Event nfo =
o 4 162022566 deadline test 1392 d.2 sched waking comm=migration/4 pid=34 prio=0 target_cpu

1 4 162022569 deadline test 1392 d.3 bprint try_to_wake_up: [4] clock wasunewumearklf Mosn)

2 4 162022570 deadline test 1392 d.3 update_rq_clock: (4] clock was 0 now 4

3 4 162022571 deadline test 1392 d.3 sched_avg_update: GOOD: [4] ra->clock_update_flags (4) >=2)

4 4 162022572 deadline test 1392 d.3 rq_clock: GOOD: [4] rq->clock_update_flags (4) >= 2)

5 4 162022573 deadline_test 1392 dN3 check_preempt_curr: (4] clock was 4 now 5

6 4 162022574 deadline test 1392 dN.3 sched wakeup comm=migration/4 pid=34 prio=0 target_cpu=004

7 4 162022575 deadiine test 1392 dN.3 bprint try_to_wake_up: [4] clock 5 update rf 0to 4

s 4 162022578 deadiine test 1392 dN.2 bprint _schedule: [4] clock was 5 now 1 (cleark rf-30719)

B 4 162022578 deadiine test 1392 dN.2 bprint schedule: 4] clock was 1 now 2

10 4 162022579 deadiine test 1392 dN2  bprint Update_curr: GOOD: [4] £ >clock_update.flags (2 >-2)

" 4 162022580 deadline test 1392 dN.2 sched stat_runtime pi [ns)

2 4 162022583 deadline test 1392 dN.2  bprint update_load_avg: GOOD: [4] rq->clock_update_flags (2) >=2)

3 4 162022583 deadline _test 1392 dN.2  bprint update_curr: GOOD: [4] rq->clock_update_fiags (2) >=2)

144 1652022584 deadline_test 1392 dN.2 bprint update_load_avg: GOOD: [4] ra->clock_update_flags (2) >= 2)

15 4 162022585 deadline test 1392 dN.2 bprint update_curr: GOOD: [4] ra->clock_update_flags (2) »=2)

16 4 162.022585 deadline test 1392 dN.2  bprint update_load_avg: GOOD: [4] rg->clock_update_flags (2) >=2)

7 4 162022586 deadiine test 1392 dN.2 bprint update_curr: GOOD: 4] rq-»clock_update flags (2) >= 2) L

Hmm, why do you think that this complete mess of colors can be of
any help?

VmWa re ©2018 VMware, Inc.



Kernel Shark

File Filter Plots Tools Help
Pointer: | 167.261188

167.110298

Marker 8|

A8 Delta:
167.326063

167541825 ~

cPuo
Pt
Uz
cPu3

us AR

167215962 <idle>
167215962 <idle>

Search: Column # ~ | contains -
# CPU  Time Stamp Task PD
3129018 7 167215952 <idle> o
3129019 7 167215952 <idle> o
3129020 0 167215952 <idle> o
3129021 4 167215953 tracecmd 1386
3129022 7 167215953 <idle> o
3129023 4 167215953 tracemd 1386
3129024 7 167215953 <idle> o
3129025 7 167215954 <idle> o
3129026 0 167215954 <idle> 1
3129027 7 167215954 <idle> o
3129028 7 167215955 <idle> o
3129029 7 167215956 <idle> o
3129030 7 167215956 <idle> o
3129031 7 167215956 <idle> o
3129032 7 167215961 <idle> o
3120033 7 167215961 <idle> o

7 o

7 o

If we Zoom
trace.

vmware

Latency
ah3

Next | Prev

Event
bprint
bprint
bprint
bprint

sched_wakeup
bprint

©2018 VMware, Inc.

< Graph follows.

Info
update_curr: GOOD: [7] rq->clock_update_flags (4) >= 2)
update_load_avg: GOOD: [7] ra->clock_update_flags (4) >= 2)
ra_clock: GOOD: [0] rq-»clock_update_flags (2) >= 2)
sched_avg_update: GOOD: [4] rq->clock_update_flags (4) >= 2)
coufreq_update Lpstate_update L
scheduler_tick: [4] lock 4 update rf 0to 4

cpufreq_update_util: GOOD: [7] ra->clock_update_flags (4) >=2)
intel_pstate_update_uti: enter 7vs 7

__ schedule: 0] clock was 2 now 0

intel_pstate_update_uti: delta2=4852339

check_preempt_curr: 7] clock was 4 now 5

comm=trace-cmd pi 20 target_cpu=007
ttwy_do_wakeup: GOOD: [7] ra->clock_update_flags (5) >=2)
try_to_wake_up: [7] clock 5 update f 0to 4
cpu_load_update_nohz_stop: [7] clock was 5 now 1 (cleark f 0)
update_rq_clock: [7] clock was 1 now 5

sched_avg_update: GOOD: [7] ra->clock_update._flags (5) >=2)
sched_avq_update: GOOD: [7] ra->clock_update_flags (5) »=2)

in a bit, we will start seeing the time structure of the

11



Kernel Shark

File Filter Plots Tools Help

Pointer:  167.392951 trace-cmd-1387 CPU 4

Marker 8| AB Delta:

167392743 167.392847 167392952 ~

ceuo ISR IR 111717
cput T T T NTR—TT

cpuz (SR

cPu3 11 11N UL ALl

cPua 0l [T R TTITNAT

Search: Column # - [contains ~ | Next | Prev | v Graph follows.

* CPU_ Time Stamp Task PID Latency Event Info B
3234107 4 167392744 <idle> o dh3 bprint cpufreq_update_util: GOOD: [4] r->clock_update flags (4) >= 2)

3234108 4 167392745 <idle> 0 dha bprint intel_pstate_update_util: enter 4 vs 4

3234109 4 167392745 <idle> 0 dh bprint intel_pstate_update_util: delta2=1139005

3230110 4 167392747 <idle> 0 dnhs bprint check_preempt._curr: (4] clock was 4 now 5

32301114 167392748 <idle> 0 dNh3  sched wakeup 387 prio=120 target_cpu=004

32301124 167392749 <idle> 0 dnh3 bprint ttwy_do_wakeup: GOOD: [4] rg->clock_update_flags (5)>=2)

32341134 167392750 <idle> o a3 try_to_wake_up: (4] clock 5 update rf Oto 4

3234114 4 167392761 <idle> o a2 _schedule: (4] clock was 5 now 1 (cleark rF0)

3234115 4 167392762 <idle> o dn2 schedule: [4] clock was 1 now 2.

3234116 4 167392763 <idle> o dn2 update_load_avg: GOOD: [4] a->clock_update_flags (2) >= 2)

3234117 4 167392764 <idle> o dn2 set_next_entity: GOOD: [4] q->clock_update_flags (2)

3234118 4 167392764 <idle> o dn2 update_load_avg: GOOD: [4] rg->clock_update_flags (2) >=2)

3230119 4 167392765 <idle> o dn2 set_next_entity: GOOD: [4] a->clock_update_flags (2) >=2)

3230120 4 167392766 <dle> o dn2 update_load_avg: GOOD: [4] ra->clock_update_flags (2) >= 2)

32301214 167392767 <idle> o a2 set_next_entity: GOOD: 4] rq->clock_update_flags (2) >=2)

32341224 167392767 <idle> o a2 update_load_avg: GOOD: [4] ra->clock_update_flags (2) >= 2)

32341234 167392768 <idle> o a2 set_next_enfity: GOOD: 4] rq->clock_update._flags (2) >=2)

3234124 4 167392770 <idle> 0 d2  sched switch prev. /_pid=0 prev_pri [ state=S ==> next next_pid=1387 next_prio=120 L

This is a deep zoom. Let's try to understand what is visualized here.

vMWare  ozoisviware, inc. "
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Kernel Shark

File Filter Plots Tools Help

Pointer: | 167.392804 trace-cmd-1386 CPU S

<l Lol ] (Materaltersserro [ 167392006 A8 Delta: 0.000037

167392743 167392847 167392952 =
cPUO w JLL 1] Iulllm‘_ll
et Il TR
vz [T T AT
cpu3 NI [T Wy I
ceus JILII NI }M—M””‘ Jul

Search: Column # ~lcontains - Next | Prev | ¥ Graph follows

» Time stamp Task PID_Latency Event Info =
32301214 167392767 <idle> 0 dN2 bprint set st eniy: G000 [41 f->clock_update_flags (2) >=

3234122 4 167.392767 <idle> o dNZ bprint update_loa D: [4] rg->clock_update_flags (2) >= 2)

3234123 4167392768 <idle> o bprint set next Ermty Gooo: [4].q >(Iw( poae flage @)

23412414 167352770 |<idle> 10 .2 |sched switch or xapper/a pre

3234125 4 167392770 <idle> o ez bwm ra_dock GOOD: ] >lock, upaaxe ogs0>-2)

3234126 4 ton 392772 s o d2 p sch:dule [o] clo:kwas 20n0w0

5234128 4 167.392807 trocecmd 1387 6.2 ,smedme n] dodcwasnowo

3230129 4 167392808 tracecmd 1387 d.2 Update rq_d

3234130 4 167.392809 tracecmd 1387 d.2 sched_avg_update‘ GoOD: [4] ra->clock_update_flags (4) >=2)

32341314 167392809 tracecmd 1387 d.2 deactivate.task: GOOD: 4] rq->clock_update._flags (4) >=2)

3234132 4 167392810 tracecmd 1387 d.2 pdm curr: GOOD: [4] ra->clock_update_flags (4) >=2)

32341334 167392814 tracecmd 1387 d.2 te_load_avg: GOOD: 4] ra->clock_update_flags (4 >=2)

3234134 4 167392815 trocecmd 1387 d.2 updat‘;urr‘ GOOD: [4] ra->clock_update.flags (4) >= 2)

3234135 4 167392816 tracecmd 1387 d.2 update_load_avg: GOOD: [4] ra->clock_update_flags (4) >=2)

3234136 4 167392816 tracecmd 1387 d.2 update_curr: GOOD: [4] rq->clock_update_flags (4) >=2)

32301374 167392817 tracecmd 1387 d.2 update_load_avg: GOOD: [4] rg->clock_update_flags (4) >=2)

3230138 4 167392818 tracecmd 1387 d.2 update_curr: GOOD: 4] rq->clock_update flags (4) >= 2) a

a. Double click on the graph selects a trace record.

b. The same can be done by clicking on the table row which

shows the record as text.

vmware

©2018 VMware, Inc.
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Kernel Shark

CPUS

CPUGS

search: Column Info ~ | contains. - |clock_update_flags (0)| | Next | Prev l 8% 326 @ v/Graph follows

# CPU  Time Stamp Task PID
56625 2 162.127129 deadline_test 1393
56626 |2 162.127129 deadline_test 1393
56627 2 162127130 deadline_test 1393
56629 2 162.127131 deadline_test 1393

Search panel

a. Provides interactive searching.

Latency Event
d.3 bprint
d.3 bprint
d.3 bprint
d.3  bprint

Info

intel_pstate_update_util: delta2=3031632
push_dI_task.part.40: push_d|_task 2097
push_dl_task.part.40: push_dl_task 2099
push_d|_task part.40: push_d|_task 2101

b. Very useful in combination with the Dual marker.

vmwarel ©2018 VMware, Inc.
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Kernel Shark

File Filter Plots Tools Help

Pointer: | 167.392868

< |+ [ - | > | ++ | - | [Markera|167.392888 [T 167392890 AB Delta: [0.000002
167.392838 _57.392375 167.392918 =
cpus: all
o NI ETRIRIN)
cPuo
cout
ot LIl W o
cPu3
Uz el Ul crua C
ceus
wus LLLLL Wl U JITRRRTIN. 1171 ST |
cou7
cPus
Search: Column 7 ~ | contains
= Time Stamp Task PID_ Latency Event 1 B
3230257 167.392882 deadine_test 1399 bprint +[3] clock was 4 now 4

167392883 deadline_test 1398 dN.2
167392883 deadline_test 1399 dN.2

3
3 00D: 3] rg->clock L upam flags @)
3

3 167392884 deadline_test 1399 dN.2

3

3

d call to cpufreq_update
+GOOD: 3] r->clock updzke Flags @>2)
00D: [3] rg->clock_update_flags (4) >= 2)
:600D: [3] rg->clock_update_flags (4)

)

167392885 deadline_test 1399 dN.2
167392886 _deadline_test uss dN.2

o | 2oy || cancel

2 T next_comm-deadine_test next |
167392888 deadine_test 1399 4.2 q_clock: GOOD: [3] ra->clock_update_flags (4)
167.392889 deadlne test 1399 d.2 bprint 1q_clock: GOOD: [3] rg->clock_update_flags (4) >=2)
167.392889 deadline test 1399 .2 bprint rq_clock: GOOD: [3] rg->clock_update_flags (4) >=2)
167.392890 deadline test 1399 d.2__bprint schedule: (3] clock was 4 now 4
1399 4.2
32362693 167352852 deadlne test 1397 .2 bprit push_dl_task part 40: push_dl_task 2033
32342703 167392892 deadline test 1397 d.2 push_dl_task part.40: push_dl_task 2039
32342713 167392892 deadline test 1397 d.2 push_dl_task part 40: push_dl_task 2050
32342723 167392893 deadline test 1397 d.2 push_dl_task.part.40: push_dl task 2058
32302733 167392893 deadline test 1397 d.2 push_dl_task.part.40: push_dl_task 2061
32302703 167392894 deadline test 1397 d.2 push_dl_task part.40: push,_dI_task 2068 i

Selecting which CPU to visualize.

VIMWAre  ozoisviare, inc




Kernel Shark

File Filter Plots Tools Help

Pointer: | 167.392885

167392892 deadline_test 1397

3 d
3 d
3 d. push_dl_task.part 40: push_d|_task 2050
3234272 3 167392893 deadline_test 1397 .
3 q,
3 Pl

push_dl_task.part.40: push_dl_task 2058
push_dl_task.part.40: push_dl_task 2061
push_dl_task part.40: push,_dI_task 2068

167.392893 deadline test 1397
167.392894 deadline_test 1397

< |+ [ - | > | ++ | - | [Markera|167.392888 [T 167392890 A8 Delta: |0.000002
167.392838 167.392878 167392918~
o NI ETRIRIN)
Tasks: all
ceur w11l W dil Task B
trace-cmd
vz [TTRENTII TR racecmd L
deadline.test
- [IRETE T AT L |
cus L1 W deadine test Ll
deadline test
cPus
Search: Column # ~ | contains. 1 5
= Time Stamp Task PID_ Latency E E B
32302573 167392882 deadlne test 1399 dN2 b € dt:[3] clock was 4 now 4
3 167392883 deadline test 1399 dN2 b [1:GOOD: [3] rg->clock pdate flags (9>2)
3 167392883 deadline_test 1399 dN2 b [l:0ld call to cpufreq_update
3 167392884 deadline_test 1399 dN2 b date: GOOD: [3] rg->clock updzte Flags @>=2)
3 167392885 deadline test 1399 dN2 b [:G00D: [3] rar>clock_update_flags (4) >= 2)
3167352806 deadine test 1395 dnz b 1402 cat € d:GOOD: [3] rg->clock_update flags (4)
[167.392688 | deadline test[1399_ld.2 |} next_comm-_deadine testnext |
167.392888 deadline_test 1399 a2 b | Apply | Cancel
167.392889 deadline test 1399 d.2  bpmme
167.392889 deadline test 1399 d.2 e q_clock: GoOD: 3] a->clock pdats g 4>= 2)
167.392890 deadline test 1399 _d.2__bp P [3] clock was 4 no
v " update 4504
3236269 167392892 deadine_test 1397 d.2 push_dl_task part.40: push_dl_task 2033
3234270 167.392892 deadline_test 1397 d.2 push_dl_task part.40: push_dl_task 2039
2
2
2
2

Selecting which Task to visualize.
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Kernel Shark

File [JEH Plots Tools Help

Pointer; | Import Filter 386 CPUS
& Export Filter
< Marker A Marker B B Delta:
v oy tertocrpn I &
166.690927 166720738 =

¥ Apply filters to List

Show events.

Show tasks 1 1 1 L | (-} 1L UL L DAL LI I 1

Hide tasks

Clear all filters

B X R I [ B L T4 TETep B el TN R T

ceuo

Ut

Filter menu

a. Filter out tasks

b. Filter in tasks

c. Filter events

d. Advanced (content-based) filtering

vmWa re’ ©2018 VMware, Inc. 17
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Kernel Shark

Event filters

File Filter Plots Tools Help

Pointer: | 167.392865 deadline_test-1394 Cwﬂags (4)>=2)
< o) )= [Markeraln 0000002

167.392838 | Bvents: Mall 57.392878 167.392918 +
————————— [~ Ve T ]
¥ blktrace
¥ bprint [NIRTTTHTNIN)
cpuo 1 ¥ bputs

nch
¥ context_switch
U1l 4 ¥ funcgraph_entry

¥ funcgraph_exit

U2

U3

TN AT T T

cPus

hed
¥ sched_kthread_stop

Search: Column # ~ [ contains. ¥ schedkhread stop_ret
E— < sched_migrate task L
» CPU__ Time Stamp Task PID ¥ sched_move_numa B
3234257 3 167.392882 deadline_test 1399 : 5<:e:,m,setvno 3] clock was 4 now 4
1 sched_process_exec - -

3 167392883 deadline test 1399 Cps s fsbssepioy 0D: 3] rq->clock, odate.lags (0>=2)

3 167392883 deadline_test 1399 ¥ sched_process_fork callto cpufreq_update,

3 167392884 deadline_test 1399 < sched_process_free GOOD: 3] ra->clock updake flags (4) >=2)

3 167392885 deadline test 1399 ¥ sched process_hang 0D: [3] rar>clock_update_flags (4) >=2)

2l Lior2szaas cendine st 1393

3000: Bl clock update flags -2
167.392868 deadline test 1399
167.392889 deadline_test 1395
167.392889 deadline_test 1399
167.392890 deadine_test 1399
167.392892  deadline_test 1397 0: push_dl_task 2033

167.392892 deadline test 1397 ¥ sched wake | ‘d'* Without.ipi 0:push_dl task 2039

167.392652 deadline_test 1397 () sched wakeu : push_dl_task 2050
push_dl_task 2056

1 0 sched wakeup_new
push_dl_task 2061

push_dl_task 2068

N >(Io(k uDda\e flags (4)
ra->clock_update_flags (4) >= 2)
rg->clock_update_flags () >= 2)
kwas 4 now

167.392893 deadine_test 1397 < sched_waking
167.392893 deadine test 1397
167.392894 deadl\ne_u;t 1397 | | Apply | cancel |

vMWare  ozoisviware, inc. s
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Kernel Shark - Sessions

G Fiter Plats Tools Help

CtrlvQ | [ Import Session
4 Export Sassion

Search: Column # = | contains - Next | Prev ¥ Graph follows

# cPu Time Stamp  Task PID Latency Event Info

a. Import/Export session

b. Restor last session.

mwa rei« ©2018 VMware, Inc. 19




Kernel Shark - Recording

a. Trace data can be recorded directly from Kernel Shark.

b. Root password is required.

Vmwa re ©2018 VMware, Inc.




Kernel Shark - Recording

File Filter Plots Tools Help

Marker 8] ABDelta:

ptu

lumn # ~ |contains. [import Settings| [Export Settings. ‘Capture options: max size (200 | v read only

record -p nop -eraw_syscall:sys_enter -eraw, syscall:sys_exit -

an eschad:iched thread stop -esched:sched ihread Stop et -
xched:sched_migrate sk sschi ¥
» o = esched:sched pi setprio eschedisched process.exec -
> printk esched:sched process.extt esched:sched procass fork
» adisc xched schad processfres ssched:sched procese_hang -
3 fandom hedached process_wait -sched:sched stat blocked -
’ xched-sched ot it eschedsched sat_rintime -
¥/ raw syscals esched:sched st sieep esched:sched stat Wt -esched:sched stck numa
S enter Cachedsched. swap.numa eschedisched.sVitch -sschedisched War Task
v et exchad:sched wake die without ipi -eschad:sched. wakeup -
Sk xched:sched wakeip._riew -esched:sched waking - homejyordantrace.dat
v regmap Seep 01
» - regiatr
’
Y Shea
¥'sched kapread stop
¥ sched Kibvead.stop ret
¥ sched migrat
¥, Sched move,ni
V) Sched i seiprio
¥ sched process ex
¥ sched process_exit
¥ sched process |
V) Sched process_frea
¥ sched process_hang
¥ sched process it a
Pug:nop
Output ile: homelyordanirace dat [ eromse
Command: | seep 01 Display output
| Capture | apply | Close |

vmwarel ©2018 VMware, Inc. o1
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Ftrace is extremely powerful but

Compositor-1124
Compositor-1124
chromium-browse-1117
Compositor-1124
chromium-browse-1117
Compositor-1124
chromium-browse-1117
Compositor-1124
chromium-browse-1117
Compositor-1124
chromium-browse-1117
Compositor-1124
Compositor-1124
chromium-browse-1117
Compositor-1124
Compositor-1124
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
Compositor-1124
chromium-browse-1117

vmware

[601]
[001]

[0600] d...

... 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
. 236364.
236364.
236364.

[001]
[000]
[001]
[000]
[001]
[000]
[001]
[000]
[001]
[001]
[000]

[601] d...
[001] d...

..., 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
. 236364.
236364.
. 236364.

[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]

[001] d...

[000]
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.. 236364.
. 236364.
236364.

639085:
639086:
639086:
639086
639087:
639087:
639087:
639087:
639087:
639088:
639088:
639088:
639088:
639088:
639089:
639089:
639089:
639090:
639090:
639091:
639091:
639092:
639092:
639092:
639093:
639093:
639093:
639094:
639095:
639095:
639095:
639096:
639097:
639097:

_cond_resched <-futex wait_queue_me
rcu_all _gs <-_cond_resched
do syscall 64 <- entry SYSCALL_64 after_ hwframe
drop_futex_ key refs.isra.1l4 <- futex wait
syscall _trace enter <-do_syscall 64
hrtimer cancel <-futex wait

secure_computing <-syscall trace enter
hrtimer try to cancel <-hrtimer cancel

~seccomp filter <- secure computing
hrtimer active <-hrtimer try to_cancel
seccomp_run_filters <- seccomp filter
lock hrtimer base.isra.20 <-hrtimer_ try to_cancel
_raw_spin_lock irgsave <-lock_hrtimer base.isra.20
SyS_futex <-do_syscall 64

__remove_hrtimer <-hrtimer_try to_cancel

“raw spin_unlock_irgrestore <- hrtimer try to_cancel
ktime get <-SyS futex
ktime _add safe <-SyS futex
do futex <-SyS futex
futex wait <-do futex
hrtimer_init <-futex wait
__hrtimer_init <-hrtimer_init
hrtimer_init sleeper <-futex wait
ktime add safe <-futex wait
futex wait_setup <-futex wait
get futex key <-futex wait_setup
get_futex key refs.isra.13 <-get futex key
hash_futex <-futex wait_setup

raw _spin lock <-futex wait setup
get_futex value locked <-futex wait setup
futex wait _queue_me <-futex wait
hrtimer_start_range ns <-futex wait queue me
do_syscall 64 <- entry SYSCALL 64 after hwframe
lock_hrtimer base.isra.20 <-hrtimer start_range ns

22
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Ftrace is extremely powerful but

Compositor-1124
Compositor-1124
chromium-browse-1117
Compositor-1124
chromium-browse-1117
Camnneitnr-1124

“What do we

« a. We have a very large data-set of trace records.
. b. We are limited by the number of screen pixels available.

[601]
[001]

[000] d...
.. 236364.
. 236364,

[001]
[000]
ran11

do if:

.. 236364.
. 236364.
236364.

23R3R4

639085:
639086:
639086:
639086
639087:
ARRANRT -

_cond_resched <-futex wait_queue_me

rcu_all _gs <-_cond_resched
do syscall 64 <- entry SYSCALL_64 after_hwframe
drop_futex_ key refs.isra.1l4 <- futex wait
syscall _trace enter <-do_syscall 64
hrtimer rancel <-futex wait

21
20

Compositor-1124
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117

Cheamiim heauea 1117

[001] d.

236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
. 236364.

EErETY)

639089:
639089:
639090:
639090:
639091:
639091:
639092:

c2000n.

. And we have to process all this

[

_raw_spin_unlock_irqrestore <-hrtimer try to_cancel
ktime get <-SyS futex

ktime _add safe <-SyS futex

do futex <-SyS futex

futex_wait <-do_futex

hrtimer_init <-futex wait

__hrtimer_init <-hrtimer_init

hetimar init rlannar -~ fidav waids

in a reasonable amount of time.J

chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117
chromium-browse-1117

Compositor-1124
chromium-browse-1117

vmware

1000]
[000]
[000]
[000]
[000]
[000]

[001] d...

[000]

2018 VMware, Inc.

.. 236364.
.. 236364.
.. 236364.
.. 236364.
.. 236364.
. 236364.
236364.
. 236364.

639093:
639094:
639095:
639095:
639095:
639096:
639097:
639097:

get_futex key retfs.isra.l3 <-get tutex_ key
hash_futex <-futex wait_setup

raw_spin_lock <-futex wait setup
get_futex value locked <-futex wait setup
futex wait queue me <-futex wait
hrtimer_start_range ns <-futex wait queue me
do_syscall 64 <- entry SYSCALL 64 after hwframe
lock_hrtimer base.isra.20 <-hrtimer start_range ns

23
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Fitting something large inside something small ...

... and we have to do this quickly!

vmware ©2018 VMware, Inc.
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Visualization model - How does it work?

Subset of interest

| T |

¢ 3)
?]

| time

+

|\

a. Break the data-set into time-bins — like 2 histogram.

b. Check only the records at the beginning and at the end of each bin.
—> constant time.

mwarew ©2018 VMware, Inc.




Visualization model - How does it work?

Entire data set

Subset of interest

| T |

| | time

Overflow Bin | BinQ | Binl | Bin2 Biny—1 | Overflow Bin

c. Have the trace records, sorted in time.

d. Knowing the index of the first record in each Bin determines the state
of the model.

e. But the first element can be found with a binary search — log(n)

complexity.
VmWare ©2018 VMware, Inc. 26



Visualization model - How does it work?

Entire data set

Subset of interest

| T |

| | time

Overflow Bin | BinQ | Binl | Bin2 | Bin3 Biny—1 | Overflow Bin

Data Binning provides O(l0g,(n)) average time
complexity of all operations of the model.

VmWare ©2018 VMware, Inc.



Visualization model & tracing data formats

@ The KernelShark Visualization model is not coupled to a
particular data format.

@ Uses KernelShark-specific data structure.

@ Contains only the absolute minimum of information need by the
model.

@ The rest of the information - available on demand
(can be slow)

vmware ©2018 VMware, Inc.
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Visualization model & tracing data

@ Only one model (data structure) for all graphs.
@ Worst-case complexity becomes linear.

@ Solution - Data collections.

mwarew ©2018 VMware, Inc.
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Visualization model & Data collections.

6262.150502 6262.150569

6262.150635

kworker/6:0-5060 sl ey

@ Only one model (data structure) for all graphs.

@ Worst-case complexity becomes linear.

@ Solution - Data collections.

VmWa re ©2018 VMware, Inc.
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KernelShark: current version 0.9

https://git.kernel.org/pub/scm/utils /trace-cmd /trace-cmd.git/
To build the code follow the instructions in
/trace-cmd/kernel-shark-qt/README

and

/trace-cmd/README

vmwarel ©2018 VMware, Inc.
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https://git.kernel.org/pub/scm/utils/trace-cmd/trace-cmd.git/

KernelShark is not a GUI. KernelShark is a toolkit.
KernelShark Apache Python Scripts

— 7 —

libkshark engine

| —

trace.dat perf.data CTF

What's next after KernelShark 1.07

a. KernelShark engine (libkshark.so)
b. Available under GNU LGPL v2.1
c. Highly customizable (via plugins)
d. Will read multiple data formats

vmware ©2018 VMware, Inc. .



KernelShark is not a GUI. KernelShark is a toolkit.

KernelShark Apache Python Scripts

\

—

libkshark engine

| —

trace.dat perf.data CTF

What's next after KernelShark 1.07

a. Any tool will be able to use the library

b. Available for Python applications (libkshark.py)

c. The KernelShark application

vmware ©2018 VMware, Inc.

is just a “shell”.
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