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Speculation
static long last_add;

long read_add(long *data, long add)
{

last_add += add;
return *data + add;

}
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0000000000000000 <read_add>:
   0:48 01 35 00 00 00 00 add    %rsi,last_add(%rip)
   7:48 89 f0             mov    %rsi,%rax
   a:48 03 07             add    (%rdi),%rax
   d:c3                   retq
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foo = *(char *)0x1000;
bar = oracle[foo * 4096];
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Alternative Mitigation

• Core Scheduling 

• Hide host secrets
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https://commons.wikimedia.org/wiki/File:Raspberry_Pi_B%2B_illustration.svg

https://commons.wikimedia.org/wiki/File:Sd-card-1377140.svg

http://eu.mophie.com/shop/media/catalog/product/cache/3/small_image/270x330/9df78eab33525d08d6e5fb8d27136e95/u/s/usb-micro3-40-blk_usb-tip-detail_front-back_540px.jpg

https://commons.wikimedia.org/wiki/File:Circle-icons-submarine.svg

https://commons.wikimedia.org/wiki/File:150-8-DIP.jpg

https://commons.wikimedia.org/wiki/File:Hdd_icon.svg

https://commons.wikimedia.org/wiki/File:ARM_CPU_icon.svg

http://findicons.com/icon/177982/memory#

https://commons.wikimedia.org/wiki/File:ARM_CPU_icon.svg
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http://findicons.com/icon/download/234261/clock/128/png
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https://fosdem.org/2017/schedule/event/grub_new_maintainers/attachments/slides/1768/export/events/attachments/grub_new_maintainers/slides/1768/slides.pdf

https://de.wikipedia.org/wiki/BeagleBoard#/media/File:Beagle_Board_big.jpg

https://thenounproject.com/term/folder-tree/27307/

https://commons.wikimedia.org/wiki/File:Crystal_Project_Hardware.png

http://findicons.com/icon/202613/folder_library
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http://tumboy.tumblr.com/post/10052361836

http://findicons.com/icon/132807/b_leg_embossed

http://findicons.com/icon/237892/text_plain

http://findicons.com/icon/226957/package_games_board

https://pixabay.com/en/cpu-processor-intel-amd-chip-152656/

https://commons.wikimedia.org/wiki/File:Crypto_stub.svg


