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The rise of API's

Beyond the command line



“
An API is simply a specification 

of remote calls exposed to the 

API consumers.



Remote Calls

1. Define the data to be transmitted

2.   Determine how the data is serialized over the wire

3.   Choose a transport protocol



Data Models

Define the data to be transmitted
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LLDP Neighbors API

Vendor A Vendor B(J) Vendor C

{

...

  "ttl": 120,

  "neighborDevice": "router2.lab.com",

  "neighborPort": "Ethernet4",

  "port": "Ethernet4"

...

}

{

  "lldp-local-port-id" : [

{

  "data" : "et-0/0/13"

}

...

  "lldp-remote-port-description" : [

{

    "data" : "to router3.lab.com et-0/0/13"

}

],

  "lldp-remote-system-name" : [

{

    "data" : "router3.lab.com"

}

{                                                

..

  "port_id": "Ethernet2/1",

  "l_port_id": "Eth2/1",

  "sys_name": "router1.lab.com",

  "ttl": 108,

...

}



✘ Data modeling language 

YANG

✘ Describes data hierarchy

○  config and operational data as a tree structure

✘ Specifies restrictions, data types, etc.



Interfaces YANG Models (*)

IETF OpenConfig Cisco

module ietf-interfaces {

  revision 2018-02-20 {

      "RFC 8343: ..."; }

  container interfaces {

    list interface {

     leaf name {...}

      leaf type {...}

      leaf enabled {...}

      leaf admin-status {...}      

      leaf oper-status {...}         

      container statistics {

        leaf in-octets {...}

        leaf out-octets {...}...

module openconfig-interfaces {

  revision "2018-04-24" { reference "2.3.1"; }

  container interfaces {

    list interface {

     leaf name {...}

     container config {

      leaf type {...}

      leaf enabled {...}

     container state {

      leaf admin-status {...}      

      leaf oper-status {...}         

      container counters {

        leaf in-octets {...}

        leaf out-octets {...} 

     container subinterfaces {

      list subinterface {

        leaf index {...}...

        

...

module Cisco-IOS-XR-ifmgr-cfg {

  revision 2017-09-07 {...}

  container interface-configurations {

    list interface-configuration {

      leaf interface-name {...}

      leaf active {...}

      leaf shutdown {

        type empty;

      }...

module Cisco-IOS-XR-infra-statsd-oper {

  container infra-statistics {

    container interfaces {

      list interface {

        container latest {

          container generic-counters {

 leaf bytes-received {...}

 leaf bytes-sent {...}...



OpenConfig Interfaces (*)

container interfaces {

  list interface {

key "name";

leaf name {...}

container config {

  uses interface-phys-config;

}

container state {

  uses interface-phys-config;

  uses interface-common-state;

  uses interface-counters-state;

}

uses interface-phys-holdtime-top;

uses subinterfaces-top;

  }

}

Config

Statistics

Operational State

Applied config



✘ Vendor neutral, driven by network operators

✘ Combines config and operational data (intended vs derived state)

○ Config

○ Statistics (e.g., counters)

○ Operational State (e.g., BGP session status)

○ Applied config (...is part of the state)

✘ Model consistency and semantic versioning

OpenConfig



Encoding

Determine how the data is serialized over the wire
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Most Common Options

JSON XML PROTOBUF (*)

{

  "person": {

    "name": "John Doe",

    "email": "jdoe@example.com"

  }

} 

<person>

  <name>John Doe</name>

  <email>jdoe@example.com</email>

</person>

1 {

  1: "John Doe"

  2: "jdoe@example.com"

}



✘ Human readable/editable

✘ Can be parsed without knowing schema in advance

JSON/XML

{

  "person": {

    "name": "John Doe",

    "email": "jdoe@example.com"

  }

} 

<person>

  <name>John Doe</name>

  <email>jdoe@example.com</email>

</person>



✘ Very dense data (small output)

✘ Very fast processing

Protocol Buffers

✘ Not human readable (native 

format)

✘ Only meaningful if you have the 

message definition

1 {

  1: "John Doe"

  2: "jdoe@example.com"

}



Protocol Buffers

.proto file

message Person {

  required string name = 1;

  required int32 id = 2;

  optional string email = 3;

  enum PhoneType {

    MOBILE = 0;

    HOME = 1;

    WORK = 2;

  }

  message PhoneNumber {

    required string number = 1;

    optional PhoneType type = 2 [default = HOME];

  }

  repeated PhoneNumber phone = 4;

}

required int32 id = 2;

Value type

Name

Field number



Comparing data-format speeds

Protocol Buffers

Size of data by format



Transport

Choose a transport protocol
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Transport mechanisms

NETCONF RESTCONF gRPC

✘ SSH

✘ RPC

○ <get-config>

○ <edit-config>

○ <commit>

○ <lock>

○ ...

✘ HTTP

✘ Methods

○ GET

○ POST

○ DELETE

○ PUT

○ ... 

✘ HTTP/2 

✘ RPC

○ Unary

○ Server streaming

○ Client streaming

○ Bidirectional 

streaming



Place your screenshot here

HTTP/1.1

Jun 1999



Place your screenshot here

SSH-2

Jan 2006



Place your screenshot here

HTTP/2

May 2015



✘ Binary, easier framing

✘ Header compression

HTTP/2

✘ request and response multiplexing 

over a single TCP connection

✘ bidirectional streams



✘ Strongly typed service and 

message definition

✘ Takes care of all the underlying 

plumbing

gRPC

✘ Runs over HTTP/2

✘ Cloud Native Computing 

Foundation Project



Processing time

gRPC

memory usage

RPC # of clients total time per-request time

jsonrpc 1 8m 7.2s 1.624ms

gRPC 1 36.7s 122.3µs

gRPC 100 7.1s 23.8µs

RPC # of clients AllocsPerOp AllocedBytesPerOp

jsonrpc 1 32.7M 3.1GB

gRPC 1 25.2M 1.7GB

gRPC 100 25.2M 1.7GB

send 300,000 requests to key/value store



OpenConfig gRPC Interfaces

gNOIgNMI gRIBI



gRPC service interface definitions

gNMI gNOI Cisco

service gNMI {

  rpc Capabilities(CapabilityRequest) 

returns (CapabilityResponse);

  rpc Get(GetRequest) returns 

(GetResponse);

  rpc Set(SetRequest) returns 

(SetResponse);

  rpc Subscribe(stream SubscribeRequest) 

returns (stream SubscribeResponse);

}

service System {

  rpc Ping(PingRequest) returns (stream 

PingResponse) {}

  rpc Traceroute(TracerouteRequest) 

returns (stream TracerouteResponse) {}

  rpc Time(TimeRequest) returns 

(TimeResponse) {}

  rpc SetPackage(stream 

SetPackageRequest) returns 

(SetPackageResponse) {}

  …

}

service gRPCConfigOper {

    rpc GetConfig(ConfigGetArgs) 

returns(stream ConfigGetReply) {};        

    rpc MergeConfig(ConfigArgs) 

returns(ConfigReply) {};    

...

    rpc CreateSubs(CreateSubsArgs) 

returns(stream CreateSubsReply) {};

}

service gRPCExec {

...

    rpc ActionJSON(ActionJSONArgs) 

returns(stream ActionJSONReply) {};

}



Demo Time

Any questions?



IPv6

mrstn-5502-2
mrstn-5501-1

Hu0/0/0/20 Hu0/0/1/02001:db8::/64

::22 ::11

Config



Is the session still UP?

Am I receiving all the prefixes?

Am I receiving more prefixes than expected?

Prefix delta > 10-30%? 

Telemetry



grouping bgp-neighbor-state {

    description

      "Operational state parameters relating only to a BGP neighbor";

    leaf session-state {

      type enumeration {

          ...

        }

      description

        "Operational state of the BGP peer";

    }

  enum IDLE {

description

  "neighbor is down, and in the Idle state of the

  FSM";

  }

  enum CONNECT {

description

  "neighbor is down, and the session is waiting for

  the underlying transport session to be established";

  }

  enum ACTIVE {

description

  "neighbor is down, and the local system is awaiting

  a conncetion from the remote peer";

  }

  enum OPENSENT {

description

  "neighbor is in the process of being established.

  The local system has sent an OPEN message";

  }

  enum OPENCONFIRM {

description

  "neighbor is in the process of being established.

  The local system is awaiting a NOTIFICATION or

  KEEPALIVE message";

  }

  enum ESTABLISHED {

description

  "neighbor is up - the BGP session with the peer is

  established";

  }https://github.com/nleiva/xroc



Further reading

gRPC and GPB for Networking 
Engineers
https://github.com/nleiva/gmessaging

Programming IOS-XR with 
gRPC and Go
https://xrdocs.github.io/programmability/t
utorials/2017-08-04-programming-ios-xr-
with-grpc-and-go/

Validate the intent of network 
config changes
https://xrdocs.github.io/programmability/t
utorials/2017-08-14-validate-the-intent-of
-network-config-changes/

ygot (YANG Go Tools)
https://github.com/openconfig/ygot

YANG Development Kit (YDK)
https://developer.cisco.com/site/ydk/

OpenConfig GitHub
https://github.com/openconfig


