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« Common Contention in Cloud

* Why Is Last Level Cache Important?
* Intel Resource Director Technology
- OPNFV VSPERF, Collectd

» Resource Management Daemon

* Determinism with LLC Control




Common Contentions in Cloud Deployments

Minimizing Total Cost of Ownership (TCO) often leads to s
oversubscription
Quality of Service (Qo0S) requirements
— Service Level Agreements (SLAS) Metrics: Service
Availability, Throughput, Latency, Scaling.
Cloud vs. Network Function Virtualization Deployments
— Optimizing CPU resource utilization often leads to Shared
Resource contention
Multi-Tenants & Automated workload placement

— Lack of control of cache by orchestration layer
L LINUX
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Why Is Last Level Cache Important?

SPEC CPU2006 Bzip2 Performance

In the Presence of Varied Workloads on Other CMP Cores
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+ Last-Level Cache Contention Can Lead to 51% Throughput Degradationi in Comms Workloads
* Further: Last-Level Cache Contention Can Lead to Almost 5x Performance Variation:
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Intele Resource Director Technology

Cache Monitoring Cache Allocation
Technology (CMT) Technology (CAT)
CORE CORE CORE CORE CORE CORE

Last-
Level Last-
Cache Level
R |

m Identify misbehaving applications
and reschedule according
to priority
Cache Occupancy reported on a per

Resource Monitoring ID (RMID)
basis—Advanced Telemetry

Last-Level Cache partitioning
mechanism enabling separation and
prioritization of apps or VMs
Misbehaving threads can be isolated
to increase determinism
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More Info: https://www.intel.com/content/www/us/en/architecture-and-technology/resource-director-technology.html



https://www.intel.com/content/www/us/en/architecture-and-technology/resource-director-technology.html

Key Concepts: Class of Service (CLOS)

«  Threads/Apps/VMs grouped

COs0 Default Bitmask

oo LLC is all shared Into Classes of Service
(CLOS) for resource
allocation
-mmmmmmm Overlapped Bitmask
LLC is partially * Resource usage of any
[shared. thread, app, VM, ora
cos2 combination controlled with
—— a CLOS
s [ NN | eapmask »+ Associate threads into CLOS
cost " R " LLC is allocated
h separately to * Hardware manages
cOs2 S | g
cos» [ e eos: resource allocation
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Determinism with LLC Management

Workload prioritization for Co-location
— High priority, Best effort, etc.

Cache Quality of Service (QoS) adjustments

Consistency in Throughput & Latency

Noisy Neighbor avoidance

— Ex: Content Delivery Network, etc.



Impact Analysis with OPNFV VSPERF

[ ) OPNFV VSPERF System Under Test
— Test suite to characterize the cono [ Co
performance of a virtual switch in the senans v Siave . | | denians vm Siave N
N FVI Packet Switch
- Define, implement and execute %o || || e
automated test cases s Mﬁmml I
- - —1 Dedicated
+ Ability to assign and scale CPUs for Y2 p—
VNFs
. . |
. Supp(_)rts muIt_lpIe traff!c generators vanagement | paser
and virtual swﬂches_ with various VNF Packet Generaor =
d e p I Oym e nt Sce n a” O S Fig: VSPERF automated test architecture
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Spirent CloudStress as Noisy Neighbor

Web-based infrastructure

Spirent
validation application with REST CloudStress G@
Interfaces

Emulates real-world NFV workload G G Gl—

Helps performance & capacity

planning for Compute, Memory, _

Storage & Network 1/O Eorpie) Neme [Soeee)

Configured for heavy memory
read/writes

Fig: CloudStress emulates real-world VNFs
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Collectd as Metrics Collector

« Statistics collection daemon

« Uses read or write plugins to collect metrics
write to an end point

» Widely adopted
- Configurable collection interval

- Configurations available through OPNFV
Barometer

- Leverage Intel_RDT Collectd plugin Fig: collectd Architecture
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OPNFV VSPERF Test Setup

Compute Node

* VSPERF integration with D D
Collectd provides insight Cloudstiesy  (espmdlzrwel (Coutsues
Into NFVI data plane el
resource utilization e s

- VSPERF automates the ggmsrs
deployment & Gerator Linux Kernel s
benchmarking of NFVI ‘ et 2O
setup ook et ottt 1o e

Fig: VSPERF Test Setup

« L2 Forwarding VM used as VM under test L JLinux
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Performance Impact with LLC Contention

Over 33% throughput
iImpact with Noisy
Neighbor

Heavy performance
Impact to the VM
under test due to LLC
contention

Phy-VM-Phy Throughput with No Noise Protection

PVP Baseline PVP w/ Noisy Neighbor
Test Case
Fig: Throughput of 64B Packets THE
L LINUX
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Class of Service Construction

Total LLC of 55MB on Intel Xeon E5 v4 2699

Cache Profile on Intel

. H | Xeon E5-v4
ypos vsv?rltchd ppilvaDS VM Under Test | Noisy Neighbor CloudStress: ~52.5MB
' » vSwitchd: <2.5 MB

0 ,_o °0 00000 00 - DPDK PMDs:

~12.5MB/PMD
*  Forwarding VM: ~2.5MB

............. - . DDIO Cache: 5 MB

Optimal COS Association:
OVS-DPDK overlappin

. CPUs pp g

[ ]

|solated

2.5 M\\3 of isolated LLC
LLC 1

DDIO Packet
path

VM's LLC while each VM
has dedicated LLQ_.'

Figure: Traffic flow

NIC
from NIC to VMs
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WhitePaper: https://builders.intel.com/docs/networkbuilders/deterministic_network_functions_virtualization_with_Intel_Resource_Director_Technology.pdf



Permutations of LLC Allocations

- Scheduling Considerations TotalLLC

— Node capacity of cache : .

— Runtime workload sensitivity oo voicna 1P}
and mix A

* QOverlapping COS between: Q00 00 0

— Virtual switch and VMs : COS1 COS2 .

— Multiple VMs e [ T ,

. - solated |1 .

N OS and Vlrtual SWItCh :'Lé i | Isolated OVS LLC Isolated LLC Isolated LLC '

: _ .

- DDIO considerations: | overametovs LiC Overiappes U acoss s |

— Exclusive to VMs/OS or lmmrmmmm s -

— Shared across virtual switch
& VMs LINUX
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Planning For Resources

- Remote analysis of resource utilization and granular
resource control not optimal for latency sensitive
workloads

- Real time automation requires local control of LLC

resources The illusion.
+ Planning for your Cache:
— Translate workload requirements to policy e
— Integration with MANO Layers
— Automated Class Of Service construction (5 filfeschdlon

- n L LINUX
equire Node Level Resource Manager FOUNDATION



Resource Management Daemon (RMD)

RMD - A Linux daemon that:
* Runs on individual hosts
« REST API, accessible to

Management & Orchestration Plane

orchestrator
 Accepts & enforces policy NETWORK |
| y
*  Platform Aware / Compute Node 1 l

Open Source:
https://github.com/intel/rmd

eeeeeee

K Hardware Resources

Why Use RMD:
* Ability to use LLC as a resource
- Satisfies multiple usecases with varying resource policies

Fig: RMD interactions with Platform & MANO Layer
L JLinux

FOUNDATION



+ Scale resources at

Hide COS
complexity

Pre-constructed or
run time policy

changes

run time

Processes

4

Resources

Policy Driven LLC Allocation with RMD

HTTPS

User Engine

REST API Monitor

Server

Custo

Super User
ess

Dependent

E Redis, Redis

ML

[Menitor data, [Palicy]
models]

m
systems

Fig: RMD Architecture

[CachePool]

# total 55
guaranteed = 15
burstable=7.5
besteffort = 7.5
[OSGroup]
cache = 25
[InfraGroup]
cache = 30

. Resctrl PAM
filesystem

0s
Group

Shared Infrastructure Block

Guaranteed Block
Max=Min>0

Burstable Block
Max>Min>0

Best Effort Block
Max=Min=0

Fig: LLC Policy Customizations i:l
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Workload Sensitivity & Policy Mapping

Apply LLC pOIICy NUMA Node O NUMA Node O
i 3 icated cores 3 icated cores
a't ru n tl m e u S I n g OPNEV VSW,_ n Ngoisy Neighbor Noisy Neighbor
R M D VSPERF % (CloudStress) (Testpmd L2 FWD)
E r; e Poo \ o i ort0
onfiguration
— LLC for VM under

test — “Guaranteed” - " Openvsitch
2.5 MB |

Compute Node

(CloudStress)

- :
— LLC for CloudStress s
VMs — “Best-effort” -
2.5 MB/VM

R e fru n th e t t Fig: VSPERF Test setup with RMD & Collectd
periormance Leslis

L LINUX
"~ Run Time LLC Control via RMD Policy Mapping
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Linux Kernel

Collectd

OPNFV Barometer

X86 Server Platform

nternet Port: On qar 10 GbE Tenant 10 GbE Tenant
2000|Flows Intel GbE NIC Si port 1 bort 2




Noisy Neighbor Protection

Phy-VM-Phy Throughput with Noise Protection by RMD

 Guaranteed LLC
policy helped

3980658

.g o 33% o
preserve VM g =
performance £
» Throughput s
improvement of -
~40% without o
1 1 aseline w/ Noisy Neighbor ith olic
nOISe protectlon PVP B PVP _’:Stga?eg PVP With RMD Policy

Fig: Throughput of 64B Packets
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Welcome to Review

» Support latency sensitive platform resources

* Integration of RMD In to OpenStack &
Kubernetes

* Review blueprints/upstream work:

— https://github.com/kubernetes/community/pull/1733
— https://review.openstack.org/#/c/568678/6

THE
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https://github.com/kubernetes/community/pull/1733
https://review.openstack.org/#/c/568678/6

In Summary....

* Noisy Neighbor affects are real and here to persist

* Intel Resource Director Technology enables
nardware infrastructure for LLC QoS control

- RMD provides real time control of latency critical
nardware resources

 OPNFV VSPERF with RMD enables LLC QoS
analysis for NFVi




Thank You
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