AlOps: Anomaly detection with
Prometheus

Spice up your Monitoring with Al

Marcel Hild

Principal Software Engineer @ Red Hat Al CoE / Office of the
CTO



1
Flensburg

Hysum Seiely Fehmarn
oy A Stralstind
e Rostock Greifswald
o i
Misdroy
Cuxhaven Liibeck ¢
o ° L) Swinemiinde
(23] o
Bremerhaven Hamburg o N
Wilhelmshaveng  © o xy Schwerin Y
Waren((Miritz)
Leer
arden Groningen “(Ostiresland) @ o Liineburg
Oldenburgo Breanen L7 ]
 e222
@ (24}
e Celle gel
i o  Berlin
Hannover Wolfsbuig Potsdam AN
o o o rankfurt]
€3 ' Osnabriick a Braunschweig L (Oden
5 (5] Magdeburg
. Bielefeld 9
Murés(er o o« L1
@ > o
o g9 Paderbom Cottbus
Dorumundi Sy Soningen Halle (Saale) ¢
by
o , 7
Essen Kassel Lelgzlg
Diisseldorf ¢ ) 5 P
B cgaut;
= i . ‘m (5] Dresden Bavt
@ Kol b S Jena R
2 [ ] 3 Chemnitz
oAachen  BONN P Zuigkau Feichien
Fulda [ o]
o ]
Koblenz
) -
= Frankfurt Karlsbad 3
am Main M
Wiesbadeno gz © @ 3 29
- o e e Bayreuth
p Mainz e ¢ o
rier reburg Bamberg Pilsen Tsc
Yremburg’ D @ e © )
) Mannheim Nmberg
o :, L6 ]
Saarbriicken Heidelberg
9 pos |
| Metz
S Karlsruhe (51 Regensburg Budweis
LA ket Straubing ©°
uttgal Ingolstadt 2 ZKrumat
Nancy s 95" e oo
()
i @
Ulm
& Augsburg
1] ] o Miinchen
i o
Ble\‘sygau @
¢ Kenpter Rosenheim
(Allgau)
t;’;s\KongtanzG @ o9 ST
: Friedrichshafen, — - carmisehparienkirchen
I Basel G Zilrich 6 T L . R S

Marcel Hild, Red Hat

Marcel Hild

durandom

old school opensource hacker and
daemon zombie slayer at @b4mad
and Red Hat's @AICoE CTO Office
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HOW RED HAT SEES Al
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Represents a workload
requirement for our
platforms across the
hybrid cloud.
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Applicable to Red Hat’s Valuable to our
existing core business in customers as specific
order to increase Open services and product
Source development capabilities, providing
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Enable customers to
build Intelligent Apps
using Red Hat products
as well as our broader
partner ecosystem.
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Valuable to our
customers as specific
services and product

Applicable to Red Hat’s
existing core business in
order to increase Open

Represents a workload
requirement for our
platforms across the

hybrid cloud. Source development capabilities, providing
and production an Intelligent Platform
efficiency. experience.
OpenDataHup

http://bit.IY/2y6Nh6m 2 Data as the Foundation

6 Marcel Hild, Red Hat

\/'\/
-

Thls Talk

Enable customers wu
build Intelligent Apps
using Red Hat products
as well as our broader
partner ecosystem.

Q. redhat



Overview

Prometheus
Long term storage
Atonomy of an Angmal¥

Integration into monitoring setup
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What's not in this talk

shiny product and the holy grail of ready solution to turn your monitoring success story how we turned our
monitoring setup into spider demon messy monitoring into an advance ai
monitoring

8 Marcel Hild, Red Hat ‘ redhat



What is in this talk

tools and scripts
to get you started

Q&A to problems all 0SS

9  Marcel Hild, Red Hat ‘ redhat



What is prometheus?



Prometheus architecture

Service discovery Prometheus
ooty e alerting .{ pagerduty
obs
J' kubernetes file_sd
push metrics . Alertmanager [~ -ﬂ Email
atexit g
H discover N
v targets o notify;_.
‘ ’ etc
Pushgateway Prometheus server 1
- push
? alerts
------ pul! --------- -1 Retrieval |- TSDB HTTP | |
metrics server
| PromQL
9 Prometheus
web Ul
Jobs/ Node ‘ HDD/SSD ‘ Grafana Data
exporters I =\ visualization
and export
Prometheus
targets API clients

Everybody architecture slides
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Prometheus architecture

PROM

Simplistic world view
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Prometheus architecture

TARGETS

&

& .3
&

Simplistic world view

13 Marcel Hild, Red Hat ‘ redhat



Prometheus architecture

TARGETS

&

! rPulL
PROM

Simplistic world view

14 Marcel Hild, Red Hat ‘ redhat



Prometheus architecture

TARGETS

! rPulL
PROM

Simplistic world view

15 Marcel Hild, Red Hat ‘ redhat



Prometheus architecture

TARGETS
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Simplistic world view
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Prometheus is made for

MONITORING ALERTING

SHORT TERM TIME SERIES DB

Marcel Hild, Red Hat ‘ redhat



What do we need for machine learning?
---> DATA DATA DATA



Long term storage of Prometheus data



Too good to be true...

Prometheus at scale

Global query view

Reliable historical data storage
Unlimited retention
Downsampling

I h a n Os thanos is in the making,

but until then?

20 Marcel Hild, Red Hat ‘ redhat



Works great, but...

o easily hooked into prometheus with
write and read endpoint
o Reliable historical data storage

- e Great for data science
’nﬂUde o Pandas integration

Eats RAM for breakfast

-influx
h/ AlCoE/p-1N
nttp:// bit.ly/ 2y6CVWX
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Let’s just store it...

prometheus scraper

e container can be configured to
scrape any prometheus server

can scrape all or a subset of the
metrics

stores data in ceph or S3 compliant
storage

can be queried with spark sq|
Future Proof: path to Thanos

22 Marcel Hild, Red Hat ‘ redhat



SAPACHE

Harness the power of spark to

e Query stored JSON files
e Distribute the workload
e Use spark library

Notebogk
http://bit.ly/ZPIZZ VG
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def get_stats(df):
# calculate mean

mean = df.agg(F.avg(F.col("values"))).head()[0]

# calculate variance

var = df.agg(F.variance(F.col("values"))).head()[@]

# calculate standard deviation

stddev = df.agg(F.stddev(F.col("values"))).head()[@]

# calculate median

median = float(df.approxQuantile("values”, [0.5], 0.25)[0])

return mean, var, stddev, median

mean, var, stddev, median = get_stats(data)

print("\tMean(values): ", mean)

print("\tVariance(values): ", var)
print("\tStddev(values): ", stddev)
print("\tMedian(values): ", median)

Mean(values): 67087.9063346175
Variance(values): 56691431555.4375
Stddev(values): 238099.62527361838
Median(values): 628.0

Q. redhat



What do we need for machine learning?
---> CONSISTENT DATA



Prometheus Metric Types

A Time Series Monotonically Cumulative Snapshot of
Increasing Histogram of Valuesin a
Values Time Window

25  Marcel Hild, Red Hat ‘ redhat



Prometheus Metric Types

Requests/s

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10
Requests/s

Requests total

16:30 16:45 16:50 16:55 17:00 17:05

== Requests total

26 Marcel Hild, Red Hat ‘ redhat



Prometheus Metric Types

Histogram

Cumulative

Summary

Time Window
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Anatomy of a metric Label B

Label B

Label B

Marcel Hild, Red Hat ‘ redhat



E.g. docker_latency Hostname

Operation
Type

Clam
Controller
Enabled

Kubelet
Docker

Operations
Latency

Marcel Hild, Red Hat ‘ redhat



E.g. docker_latency Hostname

free-ste 3fb6 Operation
Type

Clam
Controller
Enabled

Kubelet
Docker

Operations
Latency

Every unique combination of labels
makes up a Time Series

Marcel Hild, Red Hat

Q. redhat



Monitoring is hard

GET /metrics

# HELP go_gc_duration_seconds A summary of t
# TYPE go_gc_duration_seconds summary
go_gc_duration_seconds{quantile="0"} 9.7014e¢
go_gc_duration_seconds{quantile="0.25"} 0.0C
go_gc_duration_seconds{quantile="0.5"} 0.00C
go _gc_duration seconds{quantile="0.75"} 0.0C
go _gc_duration seconds{quantile="1"} 0.1029C
go _gc_duration seconds sum 0.239829369
go_gc_duration seconds count 196

# HELP go_goroutines Number of goroutines tt
# TYPE go_goroutines gauge

go_goroutines 144

# HELP go_memstats_alloc_bytes Number of byt
# TYPE go _memstats_alloc_bytes gauge
go_memstats_alloc_bytes 4.5694928e+07

# HELP go_memstats_alloc_bytes total Total r
# TYPE go_memstats_alloc_bytes_total counter
go_memstats_alloc_bytes_total 4.19435624e+0¢

31 Marcel Hild, Red Hat

prometheus doesn't enforce a schema
o /metrics can expose anything it
wants
o no control over what is being
exposed by endpoints or targets
o it can change if your endpoints
change versions
# of metrics to choose from
o 1000+ for OpenShift
State of the Art is Dashboards and
Alerting
o Dashboards and Alerting need
domain knowledge
No tools to explore meta-information in
metrics

Q. redhat



kubelet_docker_operations_latency_microseconds

instance

: analysis of metrics meta data

Value
=
~
)

32 Marcel Hild, Red Hat
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Anomaly Types



Components of Time Series

Trend Seasonality Cyclicity Irreqularity
Increase or decrease in the Reqular pattern of up and It is @ medium-term It refers to variations which
series over a period of time. down fluctuations. Itis a variation caused by occur due to unpredictable

short-term variation circumstances, which repeat  factors and also do not
occurring due to seasonal in irreqular intervals. repeat in particular
factors. e R patterns.

17s Irregularity ——ow
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Anomaly Types
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Anomaly Detection with Prophet

Extracting trends and seasonality

Zf,Z ® list_images operation
72 e on OpenShift
E o0 e monitored by prometheus
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The Accumulator

Anomaly Detection and Forecast for HTTP request duration microseconds

250000 A
200000
]
150000 -
[
32
s
100000 +
50000 -
m— train
Q- == test
forecast
0 10000 20000 30000 40000 50000 80000

Timestamp
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The Tail Probability

250000 -

200000 A

150000

100000 A

50000 -

—train
— test
—— forecast

i

T
60000 70000 80000

41 Marcel Hild, Red Hat

Q. redhat



Combined

42 Marcel Hild, Red Hat
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architecture setup so far



Research Setup

100% OpenSource Tooling

RED HAT
OPENSHIFT

Marcel Hild, Red Hat ‘ redhat



Now what? | want to <insert installer img>



Prometheus Training Pipeline

Live metrics data from prometheus to train

Targets Providing metric data to Prometheus host‘ ( prediciion models

Target 1 > Prometheus

y !
Target 2 / \
Prophet Forecasting Fourier Extrapolation
\ Target N+1 /
Flask Server Serving Predicted Metrics !
Target N
Predictl:ed values served as metric data
u : J

46 Marcel Hild, Red Hat ‘ redhat



Prometheus

API /query

Scrape /metrics

Forecaster / Prophet

store forecasted

Marcel Hild, Red Hat

Exporter

values

PVS

read

Q. redhat



& GitHub, Inc. [US] https://github.com/AICoE/prometheus-anomaly-detector

=) Dockerfile

=) Makefile

[E] README.md
) app.py

[E) ceph.py

[E] model.py

] prometheus.py

) requirements.txt

[E) train-prophet-deployment-templa...

Marcel Hild, Red Hat

Update Dockerfil

Add Makefile for ease of
Update README.md
Add more comments for
Add functionality to retai
Make the live data query
Make the live data query
Update requirements.txt

Add deployment templat

e Ready to use container
e Local deployment
e Kubernetes
e OpenShift build config

_ad
Coelp‘\‘;‘;‘z\,u\m

ntep:/ /it

Q. redhat



Runtime configuration

# Specific metric to run the model on
metric_name = os.getenv('METRIC_NAME', 'kubelet_docker_operations_latency_microseconds')

Expose predictions via /metrics endpoint

# HELP predlcted kubelet_docker_operations_latency microseconds prophet anomaly Detected Anomaly using the Prophet model
: = helet docker _operations_latency ket anomaly gauge

pLOd .eng.rdu2.redhat.com",operatid = 2 provider="rhos",quantile="0. 5“ reglon—“compute" 51ze—“sma11“} 0.0
# HELP predlcted kubelet docker operations latency m1croseconds four1er _anomaly Detected Anomaly using the Fourier model

# TYPE predicted kubelet docker operations latenc wiier anomaly gauge

predlctedAkubelet*docker;operatlonsklatencyAmlc {beta kubernetes io arch="amd64",beta kubernetes io os="linux'
0001.o0cp.prod.upshift.eng.rdu2.redhat.com",opera vider="rhos",quantile="0.5",region="compute",size="small"} 0.0

49 Marcel Hild, Red Hat ‘ redhat



kubelet_docker_operations_latency_microseconds

2018-08-20 19:00:44
1.1787K
1.0615K
1.1290K

Marcel Hild, Red Hat ‘ redhat




Real vs Prophet

let_docker_operations_latency_microseconds{beta_kubernetes_io_arch="amd64" beta_kubernetes_io_os="linux",instance="cpt-0001.ocp.prod.upshift.eng.rdu2

Jbeta_kubernetes_io_os="linux",

predicted_kubelet_docker_operations_ y_arch="amd64",beta_kubern

predicted_kubelet_docker_operations

Marcel Hild, Red Hat




Alerting Rules

Testing alert

MetricOutofProphetBounds
kubelet docker < ignoring(job, instance) predicted values prophet yhat lower or kubelet docker > ignoring(job, instance) predicted values prophet yhat upper

MetricOutofFourierBounds
kubelet docker < ignoring(job, instance) predicted values fourier yhat lower or kubelet docker > ignoring(job, instance) predicted values fourier yhat upper

52 Marcel Hild, Red Hat ‘ redhat




notebooks
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Meta-data toolin
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