Facilitating Incremental Backup

Eric Blake <eblake@redhat.com>
KVM Forum, 26 October 2018

- redhat



In this presentation

* Existing use of libvirt to capture disk backups from live guest
* Basics of proposed new API for capturing backups

* Third-party access via NBD

* Power of new API for capturing incremental backups




Conventions In these slides

*Read-only image: blue shading

. green shading
*Image being modified outside of libvirt: red shading
*Imagel < Image2: dependency (ImageZ2 Is based on Imagel)

*$ command Lline
command output

*VIrAPI(argumentl, argument2) [gmp|: magenta/orange shading
for libvirt/QMP API calls
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Baseline

*gemu 3.0 (14 Aug 2018)

“libvirt 4.8 (1 Oct 2018), plus patches for new API

* https://repo.or.cz/libvirt/ericb.git/shortlog/refs/tags/backup-v3
* https://www.redhat.com/archives/libvir-list/2018-October/msg01254.html

*New APIs shown here have been proposed on libvir-devel list,
but may undergo subtle changes before going upstream




Part |

EXisting libvirt live guest backup



https://repo.or.cz/libvirt/ericb.git/shortlog/refs/tags/backup-v3
https://www.redhat.com/archives/libvir-list/2018-October/msg01254.html

Setup

* Create a guest with two thin-provisioned disks:

*$ virt-builder fedora-25 -o Basel.img --format=raw --hostname=f25 \
--ssh-1nject=root --root-password=password:12345 --selinux-relabel

*$ truncate Base2.1mg --s1ze=100M
*$ gemu-1img create -f qcow2 -F raw -b Basel.img Activel.qcow?2
*$ gemu-1img create -f gcow2 -F raw -b Base2.img Active2.qgcow?2

*$ virt-install --import --name=f25 --ram=2048 --os-variant=fedora25 \
--disk=path=Activel.qgcow2, format=qcow2 \
- -disk=path=Active2.qcow2, format=qcow2

*$ dom=T25




Running guest

* Time to start the guest
*$ virsh start $dom

*Basel.img «
*BaseZ2.Img «




Running guest

* Time to start the guest
*$ virsh start $dom
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Running guest

* Time to start the guest
*$ virsh start $dom

*B AAAA---- b — /\ -BBBB--- ABBBB- - -

"B Xxxx---- g < A -YYyy--- XYYYY - - -




Backup via blockcopy - wait for synchronization

*$ virsh blockcopy $dom Activel.qcow2?2 Backupl.l.qcow2 \
--shallow --transient-job --wait &

*$ virsh blockcopy $dom Active2.qcow2 Backup2.full.raw \
--format raw --transient-job --wailt

*$ walt $!

*Basel.img <
\—

*Base2.1mg <
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Backup via blockcopy - wait for synchronization

*$ virsh blockcopy $dom Activel.qcow2?2 Backupl.l.qcow2 \
--shallow --transient-job --wait &

*$ virsh blockcopy $dom Active2.qcow2 Backup2.full.raw \
--format raw --transient-job --wailt

*$ walt $!

* F AAAA- - - - &g — A -BCCCC-- ABCCCC- -
\— B¢ -Bcccc--

* E XXXX- - - - &g o A -YZZZZ-- XYZZZZ- -

XYZZZZ- -




End the blockcopy job

*$ virsh suspend $dom

*$ virsh blockjob $dom Activel.qcow2 --abort
*$ virsh blockjob $dom Active2.qcow2 --abort
*$ virsh resume $dom

*Basel.img «

*Basel.img < Backupl.l.gcow?2

*BaseZ2.Img «
* Backup?2.full.raw




End the blockcopy job

*$ virsh suspend $dom
*$ virsh blockjob $dom Activel.qcow2 --abort
*$ virsh blockjob $dom Active2.qcow2 --abort
*$ virsh resume $dom

*E AAAA----1g < /A -BCDDDD-
-EAAAA---- }g ~ B. -BCccc-- 1.qcow?2
CEXKXX---- g e A - YZWhi-

 E xvzzzz-- full.raw




Under the hood

*virDomainBlockCopy(...) [drive-mirror] to start job

*virConnectDomainEventRegisterAny(...,
VIR DOMAIN EVENT ID BLOCK JOB, ...) |[JOB READY]
and/or virDomainGetBlockJoblnfo(...) [guery-block-jobs] to track
Job progress

*virDomainBlockJobAbort(...) [block-job-cancel] to end job

*virDomainSuspend(...) [stop| and virDomainResume(...) [cont] to
provide multi-disk synchronicity




Comparison table
blockcopy

Point In time End
<domain> XML Unmodified
Multiple disks  Manual sync,
at point-in-time  guest paused

Shallow copy Supported

API calls used 38
for 2 disks
3rd-party use NO

Incremental NO

snap/commit

Backup push

Backup pull




Backup via snapshot/commit — temporary snapshot

*$ virsh snapshot-create-as $dom tmp --no-metadata \
--live --disk-only

*Basel.img < Activel.gcow?2 «
*Base2.iImg < Active2.gcow2 «




Backup via snapshot/commit — temporary snapshot

*$ virsh snapshot-create-as $dom tmp --no-metadata \
--live --disk-only

* E AAAA---- *9 — /> -BBBB--- JCOWZ e ACH —c-mn--- ABBBB- - -

*EXXXX----1g « A -YYYY--- COW2 « ACH -------- XYYYY- - -




Backup via snapshot/commit — temporary snapshot

*$ virsh snapshot-create-as $dom tmp --no-metadata \
--live --disk-only

*E AAMA---- | « A -BBBB--- COW2 < --cccc- - ABCCCC- -

*EXXXX----1g — A -YYYY--- COW2 « --2277-- XYZ27Z- -




Copy files

*$ cp --reflink=always Activel.qgcow2?2 Backupl.1l.qgcow?
*$ gemu-1img convert -0 raw Active2.qcow2 Backup2.full.raw

*Basel.img < Activel.gcow?2 «
*Basel.img < Backupl.l.gcow?Z
*Base2.iImg < Active2.gcow2 «
* Backup?2.full.raw




Copy files

*$ cp --reflink=always Activel.qgcow2?2 Backupl.1l.qgcow?
*$ gemu-1img convert -0 raw Active2.qcow2 Backup2.full.raw

*EAAMMA----1Q < A -BBBB--- JOW2 « ACHV(-------- ABBBB- - -
"Eanma----0g <« B 1.gcow2

*EXOX----1g < A -YYYY--- S0W2 « ACHV(-------- XYYYY- - -
cE === full.raw




Copy files

*$ cp --reflink=always Activel.qgcow2?2 Backupl.1l.qgcow?
*$ gemu-1img convert -0 raw Active2.qcow2 Backup2.full.raw

*EAAAA----1Q « A -BBBB--- JOW2 « _-CCCC- - ABCCCC- -
'qAAAA----- \g < B _geee--- L.qcow2_

°Exxxx"-- 1g < A -YYYY--- S0W2 - .7777- - XYZZ277- -
CE XY= fyllraw




End job and cleanup

*$ virsh blockcommit $dom vda --shallow --pivot
*$ virsh blockcommit $dom vdb --shallow --pivot
*$ rm Activell2].qgcow2.tmp

*Basel.img «

*Basel.img < Backupl.l.gcow?2

*BaseZ.iImg «

* Backup?2.full.raw




End job and cleanup

*$ virsh blockcommit $dom vda --shallow --pivot
*$ virsh blockcommit $dom vdb --shallow --pivot
*$ rm Activell2].qgcow2.tmp

’ E ARAA- - - - %g « /) -BBBB--- --CCCC- - ABCCCC- -

* E AAAA---- }g — E -BBBB--- 1.QCOW2

"B XXXX---- 1g A -YYYY--- - -77277- - XYZZZZ- -

* E XYYYY--- full.raw




End job and cleanup

*$ virsh blockcommit $dom vda --shallow --pivot
*$ virsh blockcommit $dom vdb --shallow --pivot
*$ rm Activell2].qgcow2.tmp

* E ARAA- - -- %9 /' -BCDDDD- ABCDDDD -

* E AAAA---- }g — E -BBBB--- 1.COW2

. E XXXX - - - - }g — /N -YZWWWW- XY ZWWWW -

* E XVYYY--- full.raw




Under the hood

*virDomainSnapshotCreateXML(...) [transaction:blockdev-
snapshot-sync| to create external snapshot

*virDomainBlockCommit(...) [block-commit| to commit temporary
snapshot

*virConnectDomainEventRegisterAny(...,

VIR DOMAIN EVENT ID BLOCK JOB, ...) [JOB READY]

and/or virDomainGetBlockJoblInfo(...) [query-block-jobs] to track
commit job progress

*virDomainBlockJobAbort(...) [block-job-complete| to end job




Comparison table
blockcopy snap/commit  Backup push  Backup pull

Point In time End Start
<domain> XML Unmodified Temporarily
changed

Multiple disks  Manual sync, Atomic group
at point-in-time  guest paused
Shallow copy Supported Supported

API calls used 8 V4

for 2 disks

3rd-party use NoO Limited to
snapshots

Incremental NO Limited to

snapshots




Part Il
Full backups with new API

redhat



Creating a full backup via push

*$ cat backup push full.xml
<domalnbackup mode="push">
<disks>
<disk name="vda" type="file">
<target file="/home/eblake/Backupl.l.qcow2"/>
<driver type="qcow2" shallow="on"/>
</disk>
<disk name="vdb" type="file">
<target file="/home/eblake/Backup2.full.raw"/>
<driver type="raw"/>
</d1isk>
</disks>
</domainbackup>




Full Backup - start the job

*$ virsh backup-begin $dom backup push full.xml
Backup 1d 1 created
backup used description from 'backup push full.xml'

*Basel.img <
\—
*BaseZ.Img <




Full Backup - start the job

*$ virsh backup-begin $dom backup push full.xml
Backup 1d 1 created
backup used description from 'backup push full.xml'
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S
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Full Backup - start the job

*$ virsh backup-begin $dom backup push full.xml
Backup 1d 1 created
backup used description from 'backup push full.xml'

*B AAAA---- ¢ « /' -BCCCC-- ABCCCC- -
\— 5 __BBBO- -
"B xxxx---- 9 < £ -vzzzz-- XYZZZZ- -

- -YYYO- -




Full Backup - start the job

*$ virsh backup-begin $dom backup push full.xml
Backup 1d 1 created
backup used description from 'backup push full.xml'

*B AAAA---- ¢ « /' -BCCCC-- ABCCCC- -
\— 5 ABBBBO- -
"B xxxx---- 9 < £ -vzzzz-- XYZZZZ- -

XYYYYO- -




Full Backup - wait for completion

*$ while virsh backup-end $dom 1; do
virsh domjobinfo $dom; sleep 1; done
Backup 1d 1 still active, need --abort to end now
Job type: Backup
.. Backup 1d 1 completed

*Basel.img <

*Basel.img < Backupl.l.gcow?2
*BaseZ2.Img «

* Backup?2.full.raw




Full Backup - wait for completion

*$ while virsh backup-end $dom 1; do
virsh domjobinfo $dom; sleep 1; done
Backup 1d 1 still active, need --abort to end now
Job type: Backup
.. Backup 1d 1 completed

AAAA - - - - hg — , -BCCCC-- ABCCCC- -

AMAA---- 10 < | -BBBB--- .1.COW2

XXXX---- 10 « / -YZZZZ-- XYZZ7Z- -
XYYYY--- full.raw




Under the hood

*virDomainBackupBegin(dom, "<domainbackup...”, NULL, 0)
Iblockdev-add, transaction:blockdev-backup]| to start the job

*virDomainGetJobStats(...) [query-block-jobs]| to track job
progress

*virDomainBackupEnd(...) [no QMP] to end job

* Can also use virConnectDomainEventRegisterAny(...,
VIR_DOMAIN_EVENT ID BLOCK JOB, ...) [JOB COMPLETE]
Instead of polling




Comparison table
blockcopy snap/commit  Backup push  Backup pull

Point In time End Start Start
<domain> XML Unmodified Temporarily Unmodified
changed

Multiple disks  Manual sync, Atomic group Atomic group
at point-in-time  guest paused

Shallow copy Supported Supported Supported

API calls used 8 / 3

for 2 disks

3rd-party use NoO Limited to NoO
snapshots

Incremental NO Limited to Yes

snapshots
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Accessing backups through NBD
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Creating a full backup via pull

*$ cat backup pull full.xml
<domainbackup mode="pull">
<server name="localhost" port="10809"/>
<d1isks>
<disk name="vda"/>
<disk name="vdb" type="file">
<scratch file="/home/eblake/scratch.qcow2"/>
</d1isk>
</disks>
</domainbackup>

*$ gemu-1mg create -f gcow2 -b $PWD/Active2.qcow2 -F qcow2 \
/home/eblake/scratch.qgcow2




Full Backup - start the job

*$ virsh backup-begin $dom backup pull full.xml
Backup 1d 1 created
backup used description from 'backup pull full.xml'

*Basel.img < —
*BaseZ.Img < —

*NBD server on port 10809 (specified in the xml) iIs now serving
two exports: “vda” and “vdb”




Full Backup - start the job

*$ virsh backup-begin $dom backup pull full.xml
Backup 1d 1 created
backup used description from 'backup pull full.xml'
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*NBD server on port 10809 (specified in the xml) iIs now serving
two exports: “vda” and “vdb”




Full Backup - start the job

*$ virsh backup-begin $dom backup pull full.xml
Backup 1d 1 created
backup used description from 'backup pull full.xml'

. | AAAA---- hg . A, -BCCCC-- - -BBBO- - ABCCCC- -

(_

I xxxx---- Ng < AC-vzzzz-- — SCI --XXX0- - XYZZZZ- -

*NBD server on port 10809 (specified in the xml) iIs now serving
two exports: “vda” and “vdb”




Full Backup - third-party access via gemu-img

°$ gemu-img convert -f raw nbd://localhost:10809/vda \
-0 raw Backupl.full. raw

*Basel.img « —
* Backupl.full.raw
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Full Backup - third-party access via gemu-img

°$ gemu-img convert -f raw nbd://localhost:10809/vda \
-0 raw Backupl.full. raw
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Full Backup - third-party access via gemu-img

°$ gemu-img convert -f raw nbd://localhost:10809/vda \
-0 raw Backupl.full. raw

© AMAA---- g« -BCCCC- . | --BBBO-- ABCCCC- -

+ ABBBO--- | _full.raw




Full Backup - third-party access via kernel nbd module

*$ sudo modprobe nbd
*$ gemu-nbd -rc /dev/nbd0 -f raw nbd://localhost:10809/vdb

*$ dd 1f=/dev/nbd0® of=Subset.raw bs=64k skip=$((1624/64)) \
count=%$((1024/64)) conv=fdatasync

*BaseZ.Img « -

* Subset.raw Is now a 1 megabyte file containing the raw contents
at an offset of 1 megabyte Into the guest’s view of storage




Full Backup - third-party access via kernel nbd module

*$ sudo modprobe nbd
*$ gemu-nbd -rc /dev/nbd0 -f raw nbd://localhost:10809/vdb

*$ dd 1f=/dev/nbd0® of=Subset.raw bs=64k skip=$((1624/64)) \
count=%$((1024/64)) conv=fdatasync

. E XXXX - - - - hg — YZ777Z-- - _-YYYO- - XYZZZZ- -

*S Yy awis now a 1 megabyte file containing the raw contents
at an offset of 1 megabyte Into the guest’s view of storage




Full Backup - third-party access via gemu-io

*$ v="([0-9]*)" src=nbd://localhost:10809/vdb
*$ gemu-1mg create -f qcow2 -b $src -F raw Backup2.qgcow?

°$ while read line; do
[[ $line =~ .*start.:.$v.*length.:.$v.*data.:.true.* ]] || continue
start=${BASH REMATCH[1l]} len=${BASH REMATCH[2]}
gemu-10 -C -c "r $start $len” -f gcow2 Backup2.qcow?
done < <(gemu-1img map --output=json -f raw $src)

*$ gemu-1img rebase -u -f gcow2 -b '' Backup2.qgcow?2
* Used gemu-io copy-on-read (-C) to read only data portions of the NBD

export (parsed from gemu-img map output), copying those clusters
Into Backup?2.qcow?, then a final rebase (-b ") for a standalone file




Full Backup - third-party access via gemu-io
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°$ while read line; do
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start=${BASH REMATCH[1l]} len=${BASH REMATCH[2]}
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Full Backup - third-party access via gemu-io

*$ v="([0-9]*)" src=nbd://localhost:10809/vdb
*$ gemu-1mg create -f qcow2 -b $src -F raw Backup2.qgcow?

°$ while read line; do
[[ $line =~ .*start.:.$v.*length.:.$v.*data.:.true.* ]] || continue
start=${BASH REMATCH[1l]} len=${BASH REMATCH[2]}
gemu-io -C -c "r $start $len" -f qcow2 Backup2.qgcow?
done < <(gemu-img mad H!!!---#=json -T raw $src)

*$ gemu-1img rebase -u -f gcow2 -b '' Backup2.qgcow?2

* Used gemu-io copy-on-read (-C) to read only data portions of the NBD
export §parsed from gemu-img map output), copying those clusters
Into Ba« XYYYY--- ow?2, then a final rebase (-b ") for a standalone file




Full Backup - declare completion

*$ virsh backup-end $dom 1
Backup 1d 1 completed

*$ rm scratch.qcow?
*Basel.img <

* Backupl.full.raw
*Base2.1mg <

* Backup2.gcow?2

* Subset.raw




Full Backup - declare completion

*$ virsh backup-end $dom 1
Backup 1d 1 completed

*$ rm scratch.qcow?

"B AnA---- ) _BCCCC- - ABCCCC- -

. Bﬁ ABBBB- - - pll.raw

. Bi XXXX - - - - b — YZ777Z-- XYZZZZ- -

* Bé xyyyy--- jcow?2
St Y




Under the hood

*virDomainBackupBegin(dom, "<domainbackup...”, NULL, 0)
Iblockdev-add, transaction:blockdev-backup, nbd-server-start,
nbd-server-add| to start the job

*virDomainBackupEnd(...) [nbd-server-stop, blockdev-del| to end
Job




Comparison table
blockcopy snap/commit  Backup push  Backup pull

Point In time End Start Start Start
<domain> XML Unmodified Temporarily Unmodified Unmodified
changed

Multiple disks  Manual sync, Atomic group Atomic group Atomic group
at point-in-time  guest paused

Shallow copy Supported Supported Supported Future
extension
API calls used 3 ! 3 2
for 2 disks
3rd-party use NoO Limited to NoO Yes
snapshots
Incremental NoO Limited to Yes Yes

snapshots




Obvious future enhancements

* The previous demo showed the client specifying the NBD port in XML;
but libvirt should be able to auto-assign an available port, which the
client then queries with virBackupGetXMLDesc(...)

* Libvirt should allow the client to request that gemu’s NBD server use
TLS encryption and/or user authentication to ensure gemu only
exposes data to the correct third-party clients

* Libvirt should allow a Unix socket NBD server, not just TCP

* Qemu should allow more than one NBD server in parallel, in order to
permit parallel backup jobs

* Qemu extension to NBD to let client learn which clusters come from
active overlay vs. backing file, for shallow backups

Q. redhat.



Part 1V

Incremental/Differential backups



Definitions

*Incremental backup — only the portions of the disk changed since
the previous backup to the current moment

* Differential backup — all changes to the disk from a point in time
to the present, even If other backups occurred in between

* Persistent dirty bitmap — a means of tracking which portions of a
disk have changed (become dirty) since the bitmap was created

* Checkpoint — a point In time that can be used for incremental or
differential backups

Eitmap 1 Eitmap 2
~ . " . .
| | ]| | |

Time Checkpoint 1 Checkpoint &2




How much disk Is the guest dirtying?

* The simplest use of a checkpoint is to determine how much data
the guest Is actively writing over a period of time

$ virsh checkpoint-create-as $dom c1

$ virsh checkpoint-dumpxml $dom c1 --size | head -n9
<domaincheckpoint>
<pame>cl</name>
<creationTime>1540073217</creationTime>
<disks>
<disk name='vda' checkpoint="bitmap’ bitmap='cl’ size='131072'/>
<disk name='vdb' checkpoint="bitmap’' bitmap='cl’ size='0"/>
</disks>
<domain type='kvm'/>
<name>f25</name>




Interesting, but let’s make this useful

*The size reported gives an estimate of the size of a differential or
Incremental snapshot taken from that checkpoint

*Remember to add In padding for metadata, and to account for
sectors changed between the size query and the actual backup

*$ gemu-1mg measure --size 131072 -0 gcow?2
required size: 327680
fully allocated size: 458752

* But most checkpoints are NOT created In Isolation, so time to
clean up this one

*$ virsh checkpoint-delete $dom cl




Under the hood

*virDomainCheckpointCreateXML(dom, "<domaincheckpoint...",
0) [transaction:block-dirty-bitmap-add, x-block-dirty-bitmap-
disable| to create checkpoint (virsh checkpoint-create-as --print-
xml can be used to generate the right XML), using persistent
bitmap In the gcow?2 file (survives both guest and libvirtd restarts)

*virDomainCheckpointGetXMLDesc(...) [query-block]| with flags to
guery live size estimates of gemu bitmaps

*virDomainCheckpointDelete(...) [x-block-dirty-bitmap-enable, x-
block-dirty-bitmap-merge, block-dirty-bitmap-remove] to remove

* Several other API for checking relations between checkpoints

Q. redhat.



Modifying the initial full backup

*$ cat backup pull 1.xml
<domainbackup mode="pull">

<server name="localhost" port="10809"/>
</domainbackup>

*$ cat checkl.xml

<domaincheckpoint>
<name>checkl</name>

</domaincheckpoint>

*$ virsh backup-begin $dom backup pull 1.xml checkl.xml
Backup 1d 1 created

backup used description from 'backup pull 1.xml'
checkpoint created from 'checkl.xml'




Save off full backups using NBD as before

°$ gemu-img convert -f raw nbd://localhost:10809/vda \
-0 qcow2 Backupl.l.gcow?

*$ gemu-1mg convert -f raw nbd://localhost:10809/vdb \
-0 qcow2 Backup2.1l.gcow?

*Basel.img « —
* Backupl.1l.qcow?2
*BaseZ.Img « —

* Backup?2.1.qcow?2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Save off full backups using NBD as before

°$ gemu-img convert -f raw nbd://localhost:10809/vda \
-0 qcow2 Backupl.l.gcow?

*$ gemu-1mg convert -f raw nbd://localhost:10809/vdb \
-0 qcow2 Backup2.1l.gcow?

B AAAA----Q - _BBBB- - - — A oo ABBBB- - -
o = J—— l.gqcow2
*B xxxx---- g« YYYY — A - XYYYY

= [ l.qcow2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Save off full backups using NBD as before

°$ gemu-img convert -f raw nbd://localhost:10809/vda \
-0 qcow2 Backupl.l.gcow?

*$ gemu-1mg convert -f raw nbd://localhost:10809/vdb \
-0 qcow2 Backup2.1l.gcow?

"B ammA---- g < _BCCCC- - — /A --BBBO-- ABCCCC- -
* B ABBBB--- 1.C|COW?2 -1
*B xxxx---- g« YZ777Z-- — A --YYYO-- XYZZZZ- -

* B xvyyy--- 1.qcow?2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Now for an incremental backup

*$ cat backup pull 2.xml

<domainbackup mode="pull">
<incremental>checkl</incremental>
<server name="localhost" port="10809"/>

</domainbackup>

*$ cat check2.xml

<domaincheckpoint>
<name>check2</name>

</domaincheckpoint>

*$ virsh backup-begin $dom backup pull 2.xml check2.xml
Backup 1d 1 created

backup used description from 'backup pull 2.xml'
checkpoint created from 'check2.xml'




NBD tells us dirty clusters

*Use your NBD client’'s NBD CMD BLOCK STATUS support on
the “gemu:dirty-bitmap:vda” context to learn which portions of the
Image are dirtied

* Haven'’t written your own NBD client yet? gemu-img can do It:
v='([0-9]*)"' src=nbd://localhost:10809/vda

gemu-1img create -f gcow2 -b $src -F raw Backupl.2.qcow?2

$

$
*$ 1mg=driver=nbd, export=vda,server.type=inet,

$ img+=server.host=localhost,server.port=10809,
$

img+=x-dirty-bitmap=gemu:dirty-bitmap:vda




NBD tells us dirty clusters

*Use your NBD client’'s NBD CMD BLOCK STATUS support on
the “gemu:dirty-bitmap:vda” context to learn which portions of the
Image are dirtied

* Haven'’t written your own NBD client yet? gemu-img can do It:

°$ while read line; do
[[ $line =~ .*start.:.$v.*length.:.$v.*data.:.false.* ]] || continue
start=${BASH REMATCH[1]} len=${BASH REMATCH[2]}
gemu-10 -C -c "r $start $len” -f gcow2 Backupl.2.qcow?
done < <(gemu-1img map --output=json --1mage-opts $1img)

*$ gqemu-1img rebase -u -f gqcow2 -b Backupl.l.qcow2 -F qcow2 \
Backupl.2.qcow?2




NBD tells us dirty clusters

*Use your NBD client’'s NBD CMD BLOCK STATUS support on
the “gemu:dirty-bitmap:vda” context to learn which portions of the
Image are dirtied

* Haven'’t written your own NBD client yet? gemu-img can do It:

°$ while read line; do
[[ $line =~ .*start.:.$v.*length.:.$v.*data.:.false.* ]] || continue

start=${BASH REMATCH[1]} len=${BASH REMATCHI?1}
gemu-10 -C -c "r $start $len” -f qcow2 Back -------- bwz
done < <(gemu-img map ﬂ__!!!!__Pson --1mage-opts $img)

*$ gqemu-1img rebase -u -f gqcow2 -b Backupl.l.qcow2 -F qcow2 \
Backupl.2.qcow?2




NBD tells us dirty clusters

*Use your NBD client’'s NBD CMD BLOCK STATUS support on
the “gemu:dirty-bitmap:vda” context to learn which portions of the
Image are dirtied

* Haven'’t written your own NBD client yet? gemu-img can do It:

°$ while read line; do
[[ $line =~ .*start.:.$v.*length.:.$v.*data.:.false.* ]] || continue

start=${BASH REMATCH[1]} len=${BASH REMATCHI?1}
gemu-io -C -c "r $start $len" -f qcow2 Bac --CCCC-bw2
done < <(gemu-img map ﬂ__!!!!__Pson --1mage-opts $img)

*$ gqemu-1img rebase -u -f gqcow2 -b Backupl.l.qcow2 -F qcow2 \
Backupl.2.qcow?2




Incremental chain iIs ready

*Use of - -1mage-opts and X-dirty-bitmap=gemu:dirty-bitmap:vda
exposes dirty region boundaries In NBD CMD BLOCK STATUS

*Basel.img «
*Backupl.l.qcow2 < Backupl.Z2.qcow?2
*Base2.1mg «

* Backup2.1.qcow2 < Backup?Z2.2.qcow?2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Incremental chain iIs ready

*Use of - -1mage-opts and X-dirty-bitmap=gemu:dirty-bitmap:vda
exposes dirty region boundaries In NBD CMD BLOCK STATUS

*EAMAA---- g < _BCCCC- - ABCCCC- -
* [ ABBBB--- .1.qCOW2 « Bac -------- qeow2 T
*EX0XX----1g « -YZZ7Z-- XYZZZZ- -
EXxYYY--- 1 qcow2 « Bac-------- qcow2 TRt

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Incremental chain iIs ready

*Use of - -1mage-opts and X-dirty-bitmap=gemu:dirty-bitmap:vda
exposes dirty region boundaries In NBD CMD BLOCK STATUS

"EAMA----1g < _BCDDDD - ABCDDDD -
* £ ABBBB--- .1.qCOW2 « Bac --cccc-- gcow? |
. E XXXX---- 10 _Y ZWWWW - XY ZWWWW -

CEXYYYY--- 1. qcow2 « Bac --222z-- jcow?

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Rinse and repeat

*$ cat backup pull 3.xml

<domainbackup mode="pull">
<incremental>check2</incremental>
<server name="localhost" port="10809"/>

</domainbackup>

*$ cat check3.xml

<domaincheckpoint>
<name>check3</name>

</domaincheckpoint>

*$ virsh backup-begin $dom backup pull 3.xml check3.xml
Backup 1d 1 created

backup used description from 'backup pull 3.xml'
checkpoint created from 'check3.xml'




Longer incremental chain is ready

* Another round of 3rd-party NBD access...

*Basel.img «

*Backupl.l.qgcow2 < Backupl.2.gcow2 — Backupl.3.qcow?2
*Base2.1mg «

*Backup2.1l.qgcow2 < Backup2.2.gcow2 — BackupZ2.3.qcow?2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Longer incremental chain is ready

* Another round of 3rd-party NBD access...

"Be amma---- < _BCDEEEE ABCDEEEE

* Bé aBBBB--- ..qCOW2 < Back --cccc-- jow2 < Bé --cccc-- 1.(cow?2

. Ba XXXK- - -- _YZWVVVV XY ZWVVVV

*Be xvyyy--- .qcow2 < Back --zzzz-- :ow2 < Bé ---wwww- }.qCOW?2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Differential, snooping

*$ cat backup pull 4.xml

<domainbackup mode="pull">
<incremental>checkl</incremental>
<server name="localhost" port="10809"/>

</domainbackup>

*$ virsh backup-begin $dom backup pull 4.xml
Backup 1d 1 created

backup used description from 'backup pull 4.xml'

* Note that with no checkpoint created, this backup cannot be used
as the base for a future backup, but rather just snoops the disk




Multiple checkpoints allow differential backups

* Another round of 3rd-party NBD access...

*Basel.img «

*Backupl.l.qgcow2 < Backupl.2.gcow2 — Backupl.3.qcow?2
*Backupl.l.qcow2 < Backupl.4.qcow?2

*Base2.Img «

* Backup2.1.gcow?2 < Backup2.2.qcow2 — Backup2.3.gcow?2

* Backup2.1.qcow2 < BackupZ2.4.qcow?2

*$ virsh backup-end $dom 1
Backup 1d 1 completed




Multiple checkpoints allow differential backups

* Another round of 3rd-party NBD access...

*Bé AMMA---- < /' FBCDEFFF

- Be aBBBB--- .qcoOwW2 — Ba -

* B¢ ABBBB--- .COW2 < Ba -

*BE XXXX---- /[ UYZWVUUU

*Be xyryy--- gcow2 — Ba -
*Be XYryY--- gcow2 — Ba -

FBCDEFFF

-CCCC- -

gcow2 « Bac ---bbbd- JCOW2

- CDEEEE

gcow2

UYZWVUUU

-LLLL- -

gcow2 « Bac ---Www- Jcow?2

- ZWVVVV

gcow2

*$ virsh backup-end $dom 1

Backup 1d 1 completed




Under the hood

*virDomainBackupBegin(dom, "<domainbackup...",
“<domaincheckpoint...”, 0) [blockdev-add, x-block-dirty-bitmap-
merge, transaction:blockdev-backup+block-dirty-bitmap-add,
nbd-server-start, nbd-server-add, X-nbd-server-add-bitmap] to
create a checkpoint at the same time as starting a backup job

* Add “<incremental>" element to backup definition to choose all
changes since that point in time — libvirt creates temporary
bitmap as merge of all persistent bitmaps since checkpoint

*In push mode, gemu pushes just those changes
*In pull mode, NBD exposes that bitmap as block status context

Q. redhat.



Beyond this talk...

* For more details on gemu’s bitmaps and NBD:

* Stick around: today at 16:15: Vladimir Sementsov-Ogievsky: “Qemu Backup
Status”

* Or refer to the past: KVM Forum 2015: John Snow: “Incremental Backups”

* gemu Interfaces will be finalized (remove “x-" prefix, perhaps add some
convenience commands so libvirt has fewer QMP calls...)

* libvirt APl needs upstream acceptance (may change slightly from what was
presented here)

* Design for supporting checkpoints with external snapshots still a work In
progress (Issues: hotplug, disk resize, ...)




Questions?

Mailing list: libvir-list@redhat.com (https://libvirt.org/contact.html)
IRC: eblake on irc.oftc.net #virt, #gemu

- redhat
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