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Ialige

Security vulnerabilities are prevalent.
* Tons of CVEs

* Meltdown & Spectre

Lots of security updates! g

Less attention was given to the changing integrity after the
updates are conducted.
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Ialige

Maintain Integrity

Verifying the system
by checking
whether there are
any malicious
modification.
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Security Update

countermeasure
vulnerabilities by
modifying the
system.
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Ialige

Can modern solutions distinguish between
updates and malicious modifications?

Is the integrity being managed according to the
updates?
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Intel Trusted Execution Technology(TXT)

Intel's Measured / Verified boot technology (TR
thoot = =S =
« Grub bootloader module | maz?"ig"mi__]_ ................................. - [
« Measure and verify integrity using DRTM Polcy DataStwctwre )
Launch control policy (LCP) X BRI
« Known good integrity values for certain booting stages - 1 T Ll ol
 Used to verify the integrity of the booting s > Tl T I
» Also needs to be updated when the system is updated oo | |

Does not measure/verify Grub environment
(e.g., Grub commands)

possible—platform is
part of trusted pools

Verified boot using TXT
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Open Cloud Integrity Technology (CIT)

Intel’s remote attestation solution
Validate TPM measurements from
the remote server

Known-good values
» Stored in the Open CIT server
 Imported from the local systems

Local updates are not transparent
* Open CIT cannot monitor updates

Attestation
Server

Intel Arch w/ TXT

conducted from the local systems
* |f local §yster_n IS updated, remote Open CIT Architecture
attestation fails
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UEFI secure boot

UEFI BIOS’s Verified boot component Private Keys UEF! Firmware

with certificate store

 Verify integrity using the key stored in the firmware
DB KEK

Allows maodification

 Booting components must be digitally signed of PK and KEK
PK

Allows modification
of db and dbx

|

Updating is easy for Secure boot
« Sign updated binary and deploy
« Receive update and install

|

db

Allows verification
of bootloaders

Not suitable for Linux environment . .#.
* Does not approve Grub bootloader Preverts sxecuon
« Cannot verify Grub commands

No TPM measurements
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Threats!

Subverting Open CIT

» Occurs because the local updates are not transparent to the Open CIT
« Assumption: Attacker can update OS and perform measured boot

Old whitelist
attacker _
date with gue remote attestation|
malicious Kernel. mote attestation Fail |
Malicious
. l

malicious
 measurement

Registered
Local machine Update whitelist
With malicious measurements
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Circumventing verified boot

« Rootkit
» Breaking Hardware-Enforced Security with Hypervisors (Black hat USA 2016)

 Attacker can modify Grub commands even though the Secure boot is on
« TXT and Secureboot lack of Grub command verification

Stated

as

Trusted
Rootkit but not

v v
N

Secure Modify Grub
boot command

Local Machine
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Goals!

To maintain integrity properly...

1. Remote attestation must manage local updates transparently.

2. Maintain whitelist according to conducted updates and perform

remote attestation using the up-to-date whites list.

3. Perform thorough measured / verified booting including Grub.
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TUX Code can be found at...
https://github.com/suhho1993/TUX.qit
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Trusted Platform Module (TPM)

Provide TEE for integrity measurement

Cryptographic Processor

Ta m pe r_ p rOOf d eVI Ce Random Number Generator SHA Hash Generator

Encryption-Decryption signature Engine RSA key Generator

Practically used in measured boot

Percistent Memotry Versatile Memory
Platform Configuration Registers (PCRs) || Susmiti& || ™ ncmmsimm oo =
 TPM measures integrity using extend TPM Architecture
operation.

 PCR,,., = Hash( PCR,;; © Hash(Data)) PRS2 2
* Form Chain-of-Trust to verify the system {@e

configuration
« Measure entire booting process with extend TPM

operation
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Shim and Grub

Shim
 1stage bootloader to support UEFI secure boot

« Can be verified by the UEFI secure boot
« Signed with MS’s firmware key

 Shim verifies and execute Grub

« Verification using firmware keys

 Shim_lock verification

Grub
« CoreOS and other GRUBs support measured boot using TPM v2.0
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TUX server is the maintainer/administrator of the updates.
TUX only verifies integrity of the Linux Booting process.
TUX server is trusted and safe.

TUX owner holds manifest of specific booting process of each

managed machine.

All managed machines hold TUX owner’s public key.
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TUX Architecture

/\] TUX server (Attestation server)

N
Integrlty manager \ ] , _ ‘ Unverified, halt
Whitelist Updater PCR-signed TS-Boot
= — kernel V Managed Machine1
=7 New = J
Whitelist | | | Measurement B
Configuration
l J_ILT-PCR PCR-signed | A Verified, b?ot
' Trusted Repository | | ¥ , kernel _‘/ anaged Machine2
= PCR-signed
~—Valid binaries [C— > kernel generator
(Kernel, Grub, \grivate key "PCR-si gned 1\ Verified, boot
Shim, etc. ) B}
. Q ) J | JT kernel —|/ TS-Boot Managed Machine3
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Integrity Manager

Integrity management / kernel update component

» Located at the Open CIT server - _ \
- Consists of Trusted repository, Whitelist updater, TEELY MEMEEE
PCR-signed Kernel generator _ Whitelist Updater
=7 New e E%Measurement
Trusted repository Whitelist | Configuration
« Update repository A —
- Stores kernel binaries and manifests for the update , | J LT-PCR
. : : : PPN rusted Repository |
Provide binaries to generate new whitelist. = PCR % igned
Whitelist updater ~—"Valid binaries [T kernel generator
- Calculate new integrity value and update the whitelist (K;:?ri' :fgj)b’ \%Dr'vate key

« Calculate t-PCR

PCR-signed kernel generator
* Generate PCR-signed kernel

Integrity manager
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Kernel update using TUX

3) Calculate and Update
new whitelist value

Attestation Server

1) Update notify

Managed Machine Trusted Repository
6) 2) Update request .
Install | TS-Boot e —————————— Whitelist Updater
PCR-signed Kernel |_7) Remote Attestation | PCR-signed Kernel
1 Generator
4) Generate
5) Deploy kernel PCR-signed

Kernel
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Remote attestation with TUX

With Integrity Manger, TUX...
* Manage local updates transparently (Goal 1)
* Prevent remote attestation failure after updates

« Perform remote attestation with updated whitelist
(Goal 2)

A. Remote Attestation

Open CIT TUX

Attestation target Attestation target

registration registration
(initial import) (initial import)
A y
Target platform Target platform
update update
y
Update Whitelist
Attest target (TUX)
No
! ttest target
Attestation falil
Update Whitelist
(Import)

Y

Attest target
es
estation
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PCR-Signed Kernel

t-PCR

« Calculated known-good value by extending entire booting process

PCR-signed Kernel

« Use t-PCR value to sign the kernel binary instead of digested hash
 Signed with TUX owner’s private key
» Used to verity integrity during the booting

\

P
PCR-signed kernel

a Signature
Kernel Image 2
" t-PCR

\- J

PCR-signed kernel
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Trusted Secure boot (TS-Boot)

Combination of UEFI secure boot, Shim, and CoreOS Grub

 Perform robust measured/verified boot

Linux friendly

Binary verification using the firmware key

 Shim_lock verification

Thorough measurement / verification of the booting process
* Including Grub commands and modules
« PCR-verification
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PCR-Verification

* Verifies the integrity of the entire booting process on runtime
« Extend measurement of every booting process using the PCR12

« Execute kernel using linuxefi function
» Pass the kernel to Shim using shim_lock_verification

« Compare PCR12 with t-PCR stored in the kernel signature

PCR-signed kernel
Kernel Image Signature ( Firmware )

TPM | | Whitelist db key

device ~ Y ( , N |
[T e e
PCR12[ > vaue Verification value verification \\

TS-Boot L )

* Any changes can be detected

Kernel booting
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Trusted Secure Boot (TS-Boot)

Boot-time integrity verification

Wlth TS-BOOt, TUX. . @ @
Measure / verify the integrity of

the entire booting process
including Grub command and

modules (Goal 3)
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Experiment

 TPM measurement

A. PC1+5B on+Kernel 104

B. PC1+3B ontKernel 109

C. PC1+3B off+Kernel 109

D. PC2+SB on+Kernel 109

Bank/Algorithm: TPM ALG SHA256(0x000b)
CR_00: 05 48 02 7e c|PCR_00: 05 48 02 7€ CpcR_0@: 05 48 02 7e CfpCR ©0: ©5 48 02 7e cf
CR_01: f1 67 99 3b alPCR_01: f1 67 99 3b apcr #1: f1 67 99 3b a CR_01: c7 84 e6 09 94
_0Zt : fe CR_@2: 3d 45 BcC fe 55
PCR_B®3: 3d 45 8c fe 5 fe 55PCR ©3: 3d 45 8c fe 55
PCR_04: f5 f8 1f 6b 5 6b Sbpcr @4: f5 f8 1f 6b 5b
PCR_05: de 89 35 69 c 69 C2PCR_O5: 39 55 01 58 89
PCR_06: 3d 45 8c fe 5 fe S55PCR 06: 3d 45 8c fe 55
PCR 07: 25 c0 b3 4 d9P : 25 cO ce 45
PCR_08: 63 diF

fa
74

1b
50

PCR_09: e2
PCR_10: 0b
PCR_11: 53

PCR_09: e2 1b a3

PCR_12: 92

. b

74

53

8e
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TPM measurements
Host

PCR 0-7 BIOS and hardware configurations. UEFI secure boot
PCR 8 Executed Grub commandes. Trusted Grub
PCR9 Executed Modules from Trusted Grub. Trusted Grub
PCR 10  Trusted Grub binary. Shim
PCR11 Kernel and initrd Shim

UEFI Secure boot,

PCR 12 Entire booting process. Trusted Grub,

and Shim.
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 PCR-verification

search —-——no—-floppy —-—-fs-uuid --set=roc

nserted
h5 echo '"THIS IS TO FAIL PCR-VERIFICATION'

¥ — YO O YAi48 v e 4 ¥ oy v s Yo

| F initrdefi /boot/initrd.img-4.4.0-1
"grub.cfg" [Modified] 209 lines —-45%—-

PCR verification Fail
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Experiment

» whitelist update

A. Database before
update B. T-PCR calculation C. Updated Database
read line :linuxefi /boot/vmlinuz-4.4.0
name | this is CMD name |
______ S| size: 128 /// linuxefi /boot/vmlinuz-4. N PN NS N S N NSO NSO NP
0 | 2C890RA9D73817FFSFH SHAZ256: 959a582598fe34e7bcb4773101f 0 | 2C890A9D73817FFSFFY
1 | DODEF11EC99FCDCBSI] cat: fbd441901bl135081a6f4b67f6943a%¢eee 1 | DOD6F11EC99FCDCB5D]
2 | 3D458CFESS5CCO3EALH SHAZ256: 16b%9a99fflbe4bfabc8551483F 2 | 3D458CFES55CCO3EALFY
3 | 3D458CFES5CCO3EALH _ ‘ 3 | 3D458CFES55CCO3EALFY
< | OB8D250DEC8FF6698( B e Lt 4 | 0B8D250DEC8FF66980]
2 | FSB3ES90ES81809C26H this 1s kernel 2 5 | FSB3ES90ES1809C26B(
6 | 3D458CFESS5CCO3EALF SHAZ256: 2d9e062c97501507862fabf2£5 6 | 3D458CFES55CCO3EALFY
4 2 RA 01( cat: 1leb%ag8fflibedbfabc8551483fa7c2e579 7 4A1E9FS5FB85179101C
12 31178b751fa3df4d? SHA2S6 addbes34acfaas3ea0290c2751 a44be534acfaab3eal
T-PCR S5HAZS6: ad44beS534acfaasS3eal2’d
Asset Tag Platform
Host Name ctatus BIOSTrUSt VMM Trust ~
<2 ubuntuy (7) < (X W
Target [P s vbunte o © @ %
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I inted Cloud Integrity Technology

Trust Host Management Whitelist Asset Tag Management Administration

Registered in Open CIT with ‘

Kernel version vmlinuz-4.4.0-62
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Discussion

Roll-back and multiple kernel support

* Roll-back attack can be detected!

TUX owner’s Key is Safe

* Open CIT server is safe / Firmware is safe

TUX may be applicable to environment other than desktop or server

SRTM or DRTM?
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Conclusion

Integrity changes when update is conducted, and thus, it should be

properly managed along with updates.

TUX...

Extends Open CIT to transparently mange local updates
Remote attestation with up-to-date whitelist
Thorough integrity measurement, including Grub commands and modules

Robust integrity verification with PCR-verification
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Thank you.

Any Questions?
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