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The History and Roadmap
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Web of Things (WoT) Framework

0T Blockchain upon the WoT framework

Tokenized Hardware and Al over |oT Blockchain
|ICO: Private Sale and Pre-allocation

|ICO: Crowd Sale
Global Market
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The Distinguished Aspects

Hardware/Software Blockchain designed
Development from the ground up

FLOWCHAIN

Reviewed
Research Papers

Proof-of-Concept
via opensource



Free and Open

@ Open Source License
@ Open Standards
@ Web Technologles

@ 100% JavaScript Implementations



Academic Papers

Devify: Decentralized Internet of Things Software
Framework for a Peer.to-Peer and Interoperable 0T Devic

Reviewed Research Paper

Devify: Decentralized Internet
of Things Software Framework
for a Peer-to-Peer and
Interoperable loT Device.

Reviewed and published in the
Workshop on Advances in loT
Architecture and Systems, June
25,2017, Toronto, Canada.

Reviewed Research Paper

Flowchain: A Distributed
Ledger Designed for Peer-to-
Peer loT Networks and Real-

time Data Transactions.

Reviewed and published in the
2nd International Workshop on
Linked Data and Distributed
Ledgers, May 29, 2017,
Portoroz, Slovenia.

Hybrid Blockchain and Pseudonymous Authentication for
Secure and Trusted loT Networks

Jollen Chen
Flowchain Open Source Project

evify, Inc.
jollen@flowchain.io

ABSTRACT

This paper addresses the issue of secure and trusted Inter-
net of Things (IoT) networks by adopting the emerging
blockehain technologies. This paper proposes a new hybrid
blockehain technology to address the trusted IoT issues such
as trustless communications and decentralized applications.
Besides, we also present that the pseudonymous authenti-
cation technique can use a puzzle-solving computation to
enable trustless communications for the IoT and provide the
capabilities of near real-time transactions. In our previous
work, we presented a decentralized software framework for
the ToT by using a p2p network and the concept of the
blockchain. In this paper, we outline the core components of
the hybrid blockchain and delve deeper the algorithms of the
hybrid consensus to provide the capabilities for our hybrid
blockehain technology

Keywords
Internet of Things, Blockchain, Hybrid Consensus, Peer-to-
Peer, Trustless Computing, Decentralized

1. INTRODUCTION

The Internet of Things (I6T) devices can generate and
exchange security-critical data over the ToT network. Many
1T networks use the public-key infrastructure (PKI) to au-
thenticate devices and ensure the data security as well as the
data privacy. The IoT device has to sign the generated data
by a digital public key, and deliver the data to the network
for exchanging. However, such authentication method tends
to be expensive for an IoT device regarding computing power
and energy consumption.

Furthermore, the blockchain technology has the decentral-
, secure, and private nature to become a promising idea
that can be approaching the next-generation IoT architec-
ture. Therefore, in our previous works, Flowchain and
have already been proposed to build a blockchain technol-
ogy for the 10T device over a p2p network. Therefore, to
achieve a secure and ineapensive blockchain for the IoT, this
paper proposes Flowchain Hybrid Blockchain to enable fast
authentication by eliminating the concept of traditional PKI
methods. Furthermore, our work can address the technical
challenge of achicving an efficient and secure IoT device to
exchange the captured data by the blockchain tec

ology
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The
we describe
design. In
architecture, algorithms and the hybrid blockchain design.
The ToT blockchain economy is discussed in Section 4. Finally,
Section 5 concludes the paper

1.1 Previous Works

of the paper is organized as follow: In Section 2
he main components of the hybrid blockchain
ection 3 we present the model including the

A. Devify

Devify has already proposed a generic and comprehensive
software framework for building various types of trust IoT
networks in a decentralized manner that can execute on a
e of hardware devices, such as cloud servers
and resource-constrained devic

B. Flowchain

Flowchain is the blockchain technology for the ToT de-
veloped on Devify. In a blockchain network, the consensus
system can ensure the trusted transactions among all ToT
nodes in a p2p network. The blockchain for the IoT tech-
nology comprises of a p2p network system, and a consens
system. The traditional public blockehains, such as B
12] and Ethereum, use proof-of-work (PoW) consensus sys-
tem; however, the PoW con: us system does not provide
the ability of near real-time transactions. Therefore, in our
previous work, Flowchain has also already proposed an loT
blockchain technology and a mining based proof-of-stake
(PoS) miner to ensure the real-time transactions for IoT
blockchain. Consequently, ToT de S
constrained devices, mobile devices, and high-performance
server frames that the computing power varies from devices.
Flowchain uses the Devify software framework as the under-
lying p2p network system to implement such IoT blockchain
technology. Thus it can execute on various IoT devices.

1.2 Type of Blockchail

The blockchains could be either a public blockchain or
a private related to who is allowed to join the blockchain
network [7

A. Public Blockchain

Anyone can join the blockchain network, meaning that the
blockchain network is entirely open to users for submitting
transactions, accessing shared ledgers, and mining. More
specifically, since the creation of Bitcoin in 2009, the public
blockchain can enable a decentralized model that it can
operate without any central authorizations; thus the public
blockchain has the natures of openness and trust

itcoin

Reviewed Research Paper

Hybrid Blockchain and
Pseudonymous
Authentication for Secure
and Trusted loT Networks

InProceedings of the Workshop

on 2nd Advances in loT

Architecture and Systems, June

3, 2018, Los Angeles, USA.




Github Repositories

Flowchain

https://flowchain.co/

] Repositories 19 11 People 6

Pinned repositories

= devify-server

A set of lightweight loT cloud server boilerplates.
The simplest way to build isomorphic JavaScript loT
servers.

JavaScript %69 Y17

= flowchain-ledger

A distributed ledger for the p2p and decentralized
loT devices in JavaScript.

JavaScript W16 ¥8

(i Teams 0

A distributed ledger for the Internet-of-Things (aka. loT Blockchain) in JavaScript

jolien@flowchain.io

I'l| Projects 0 { Settings

= flowchain-app

A Flowchain plugin that provides the flow-based
programming (FBP) engine.

JavaScript %26 ¥5

= wwRPC

A light weight library that makes REST-style RPC
operations over the Websocket

JavaScript %3 ¥2

Customize pinned repositories

= blockchain-starter-kit

The training course for better understanding the
blockchain from the ground up: a project template
to create as simple as possible implementation of a
blockchain.

JavaScript w42 Y18

= wotcity-wot-framework
Forked from wotcity/wotcity-wot-framework

wotcity.io: the Web of Things programming
framework

JavaScript



The Flowchain Insides

@ The dataflow blockchain

@ The Blockchain OS for loT

@ The Hybrid blockchain for [oT
@ Decentralized Al




Dataflow Blockchain, #1 of 4

@ TheloT nodes are self-organized as a “Ring”.

@® Exchange data (dataflows) over a p2p network.

[ " ) ‘ ' Flowchain
‘ !\A‘A , O Edge Computing e O

FLOWCHAIN
P2P (Distributed)



Blockchain OS, #2 of 4

@ The flowchain OS enables Device Autonomous Machines

5
« . . .
2] Trusted Digital Assets Tokenized Things Decentralized
S Assets Storage Management Management Exchange (DEX)
2 Dextoken: tokenized hardware and peer-to-peer trusted computing
-
- Virtual Block Miner P2P Protocol Distributed Hash Table
g | | | | | |
T
N
T wwRPC: the light-weight RPC over REST-style operations
O
3. Event Emitter URL Router Request Handlers Thing Description
-
ks Application Layer Protocols
JavaScript Runtime (Node.js, V8, JerryScript, and etc.)




Hybrid Blockchain, #3 of 4

® The Flowchain comprises of a public blockchain and multiple

private blockchains.

® The hybrid consensus nodes implement such hybrid blockchain

model.

Al Edge Computing
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Flowchain Pool
@

13



Decentralized Al #4 of 4

Company A Company B ‘

‘ ‘ (Flowchain Edge Al ) (Flowchain Edge Al ) ‘

Flowchain Hybrid Node

Company C
(Flowchain Edge Al')
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(Flowchain Edge Al')
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Flowchain
Hybrid
Blockchailn




Public
Blockchains

Anyone can join the blockchain

ne

ne

(WOr
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K that the blockchain

< 1S completely open to users

for submitting transactions.

The public blockchain can enable a

decentralized model that it can

operate without any centra

authorizations; thus the public

blockchain has the natures of

*openness* and *trust.*

0 FLOWCHAIN .



Private
Blockchains

Only authenticated users can join

the private blockchain network.

The user need to request

Dermissions

the private b

network anc

transactions

0 FLOWCHAIN

from an *authority* in
ockchain for joining the
submitting

to the private

nlockchain network.
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Flowchain IoT nodes are devices that running
Flowchain code.

Puzzles Miner Is a computer that aims to generate
the puzzles and broadcasts the puzzles to the private
blockchains.

Private Blockchain Public Blockchain
Q Q
N1 v
O O
N8 N2 :

Flowchain
N7 N3
O loT Nodes O PQZZIG
Miners
N6 N4
O y O
O
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Flowchain Operating System (0S)

Broker Server Layer  Distributed Ledger Layer

Web of Things Layer

Trusted Digital Assets Tokenized Things Decentralized
Assets Storage Management Management Exchange (DEX)

Dextoken: tokenized hardware and peer-to-peer trusted computing

Virtual Block Miner P2P Protocol Distributed Hash Table

wWwWRPC: the light-weight RPC over REST-style operations

Event Emitter URL Router Request Handlers Thing Description

Application Layer Protocols

JavaScript Runtime (Node.js, V8, JerryScript, and etc.)

19



Architecture Design

e Distributed Ledger Layer
e Usually known as the "Blockchain”

e Provides a distributed data store that shares
transactional data across all loT devices

® Broker Server Layer

e Provides a helper library to create the IoT application
server and establishes the peer-to-peer 0T networking

e Web of Things (WoT) Layer

e Adopts the W3C's WoT ontology that represents the
physical loT device as a virtual object

FLOWCHAIN

20



Flowchain OS runs Everywhere

Dapps Dapps Dapps
RPC & DHT RPC & DHT RPC & DHT
Thing (WoT) Thing (WoT) Thing (WoT)
WebSocket / CoAP WebSocket / CoAP WebSocket / CoAP
Node.js 0.12 JerryScript Node.js 4.4+
OpenWRT (Linux) FreeRTOS MacOS
MIPS Processor ARM Cortex-M4 Intel Core 2
580MHz 192MHz 1.4GHz
128MB DDR2 352KB RAM 2GB DDR3
32MB Flash 4MB Flash 64GB SSD

0 FLOWCHAIN

JavaScript
JavaScript
JavaScript

JavaScript

= &
w0 Q) [ECE

heterogeneous
Hardware

— (&
@ (3
ﬁ
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The Broker Server Layer

e AWOT Servient comprises of client and server

combinations.

WoT Servient

WoT Servient

WoT Servient

CoAP Server Websocket Client

Websocket Server CoAP Client

B Liniit~ 7697 B
° 0" - R rl
* - n -coo'-s CEFC o2a Y V:‘

CoAP Server Websocket Client

22
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P2P Geography over Chord

Figure: A 16-node Chord network. The "fingers" for one
of the nodes are highlighted. License: CC BY-SA 3.0.
Source: https://en.wikipedia.org/wiki/Chord_(peer-to-
peer)

FLOWCHAIN



SUCCESSOR(D1) = N6

SUCCESSOR(D2) = N3
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Flowchain Decentralized WSN

SUCCESSOR(Data 1) = N

- O O gy
.....
¢' s

7 O
N @ / \-\* / Q"

SUCCESSOR(Data 2) =

e Wireless Sensor Network (WSN) @ N OLE
over the decentralized and peer-to- [N N
peer network. . "

e N8is the "broker service” of Q 0
Sensor-8. N6 el Y N4

e N7 isthe “successor node” of “Data N5

1" gathered by Sensor-8
Q Broker Node —> Jtem 1

FLOWCHA”\] @ Sensor Node / Node-8 =~ > |tem?2
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Generating Data Key

e [se SHAT

o TheHDATA is the hash key of “sensor data”

HpaoTa = SHAL1( data + timestamp + ramdom )

SUCESSOR( HpaTa )

Lookup the successor node 1n the DHT

FLOWCHAIN
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Generating Transaction |D

e Use SHA256, SHAT, and Double SHA256

o The HDATA hash is generated by the p2p network

Hg| ock = SHA256( BlockNo + timestamp + nonce )
HpaoTa = SHA1( data + timestamp + Konami Code )

Hiy1p - SHA256( SHA256( Hg|ock + HpaTaA ) )

FLOWCHAIN

28



Data Transactions

¢ The data transaction process

Step 1: Generate the key of the data - HpaTa

Step 2: Search the successor node of the key in the DHT -
SUCCESSOR(HpATA)

Step 3: Send [HpaTA Konami Code] to the successor node
over the RPC operations

Step 4: The successor node generates Hiy|D

Step 5: The successor node signs (optional) and submits
HixID to the public blockchain

FLOWCHAIN

29



Hybrid Flowchain: |0T Blockchain + Al
over Pseudonymous Authentication

Private Blockchain A

Private Blockchain B

4 )
Flowchain Flowchain
: loT Nodes
0T Nodes Trusted Transactions )
\_
2 %)
- c
= O
© 5
© ©
2/ %)
- c
- . ©
= Puzzle Miners =
O o
et ]
12 %
= =
= Public Blockchain —
4 Trusted Transactions | )
Flowchain Flowchain
loT Nodes loT Nodes
\_ ),

Private Blockchain C

Private Blockchain D



Pseudonymous authentication can
replace the PK| to enable a fast
authentication @ @

°
“ > o
Y ! X

a

\
0T nodes ' ‘

g miner
0 FLOWCHAIN



Puzzle Miner is a scheduler that

orovides time-difficu
huzzles

The loT node was pseudonymously authenticated to submit transactions at (ti,tj,tk).

ty string search

Fix period scheduling: 1 secon d = 50.0 slices (50 kHZ)

Blockchain Network

32



Puzzle Miner algorithm

Devity: Decentralized Internet of Things Software

Framework for a Peer.to-Peer and Interoperable loT Device

uuuuuuu

.....

Hybrid Flowchain: Smart
Contract Platform for
Distributed Autonomous
Machines

[a—

NS

. U1 starts receiving A from the broadcasting
. Let Puzzle be a function and §; be a string; U< receives

a puzzle (Puzzle,x;) from a peer Uj in the private
blockchain over the p2p network

. Let Puzzle()\) gives an arbitrary-length vector Z of the

Konami Code, then & = (z1,...,2,),n < j
Let Fpuz maintain a set 7 of puzzle solutions, then
Fpuz computes each entries in Z, let y; = Fpuz(z;),i =

(1,...,7)

. The miners say that Ui solves the puzzle (Puzzle, z;) if

Fpuz successfully finds y; = z; within the time interval
o

Fpuz returns §; to Uj and stores H = (Z,y;, A) in T
The miners and /5 confirm the user U+ is authenticated

0 FLOWCHAIN
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t 1t 3 ems e

30 v Nln02

Google Authenticator
a truly random 137 130
Konami Code pingfan@gmeilcon .
that only
validate in a 799 210
fixed time e “
period

FLOWCHAIN p ® .



Submit transactions to the public
blockchaln for verification.

1. The trusted user U7 produces a message or receives a
message from another user through the p2p network;
formally, let M be this message

2. The trusted user Ui has the keypair (sk;, pi;); let Sign
be the signature function

3. Let 7% be the new transaction and Hash be a hash
function so that 77 = Hash(Sign(M), H, pk;);

4. Ui submits 7% to the public blockchain

0 FLOWCHAIN
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Cooperate on Tokenized Hardware

Tokenized Hardware: The New Crypto
Innovation

Jollen Chen! and Eric Pan?

! Flowchain Open Source Project, Devify Inc.
jollen@flowchain.io

? Seeed Technology Co.,Ltd.
ep@seeed.cc

February 2, 2018

The first paper to propose Tokenized Hardware and deep intuitive
understanding of the next wave of hardware industry:.

Flowchain and Seeed Studio press Tokenized Hardware position paper,

expected to enter an entirely new level of 0T and Blockchain engagement
products.



PROLIFERATION

INTERNET

1970s-1980s

GPUs

MOBILE DEVICES

SERVERS

LAPTOPS

WWW

1990s-1999s

TOKENIZES.

CLOUD | MOBILE |BLOCKCHAIN| TOKEN

1999-2015 2006-2018

0 FLOWCHAIN

2008-2020

2018-2077

TIME
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From Hardware to Tokenized Hardware

Hardware V.S. Tokenized Hardware

e Tangible assets Tangible assets

Digital assets
Ownership

Rights

Depreciation
Externality
Decentralized assets
Exchange (Dextoken)

FlowchainCoin (FLC) is an utility token that can be used in
tokenizing hardware and accessing the Flowchain platform.

39



Conclusions



How can apps trust the data
sent from an arbitrary device ?

Decentralized Is iImpossible If we have
to use trusted thirty parties.

0 FLOWCHAIN




Trusted thirty parties removed by
Flowchain using the blockchain
technologies

The data tflow can be safely sent
through an untrusted channel Is
trustless communication.

0 FLOWCHAIN




The Flowchain Model

The Al Dapps

Distributed Autonomous Machines

Trustless Communication and Consensus

Trusted Hardware

FLOWCHAIN
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Flowchain underlying layer:

Tokenized Hardware +

DAM

Current Trusted
Computing Model

Flowchain Trustless
Computing Model

Secure input and output

Memory curtaining /
protected execution

Trusted Third Party (TTP)

ARM TrustZone
Virtualization
Linux

..........................................................................

.....................................................................

FLOWCHAIN

Tokenized &
Trusted Hardware

Distributed
Autonomous
Machines
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Flowchain uppermost layer:
Al over loT Blockchain

Data Models &

Tokenized Hardware & Datasets
Distributed Autonomous Machines

Machine Learning Miners &
/ Flowchain loT Nodes \ Incentives
" @

©

Trusted
Transactions

Private Blockchain

\_

Public Blockchain

Miners /

-
T
O
=
S
T
>
Z
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Website https://flowchain.co

Github https://github.com/flowchain

Contact jollen@flowchain.io

FLOWCHAIN

WeChat jollentw



